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KpaTKkoe onucaHue uHGpacTpyKTypbl 4emo-cTeHaa

e Microsoft Windows Server 2008 R2 — cepBep ¢ posnbto KoHTpoanep gomeHa (DC.aladdin.local).

e Microsoft Windows Server 2008 R2 — cepBep ¢ ponbto ueHTp ceptudmkaummn Microsoft Certifica-
tion Authority (MS CA) (CA.aladdin.local):

e JCClient 6.24.16.

e Microsoft Windows Server 2008 R2 — KoMNoOHeHTbl nporpammHoro obecneyenus (MO) XenDesk-
top (Citrix Director, Citrix License Server, Citrix Studio, Citrix StoreFront, Citrix Delivery Controller)
(XD7.aladdin.local). AaHHble KOMNOHEHTbI MOTYT BbITb YCTAHOB/EHbI HA Pa3HbIX CEPBEpPaAX.

e O Citrix XenDesktop 7.0.

e Microsoft Windows 7 64-bit — TectoBbili MK nonb3osatena (Test2.aladdin.local):
e Citrix Receiver 4.0.0.45893;
e JCClient 6.24.16.

e Microsoft Windows 7 32-bit — TecToBas 3TanOHHas MalUMHA — «30710TOM» 06pas, ¢ KoToporo by-
OYT pa3BepHYTbl BUPTya/ibHble MalLMHbI 414 nonb3osaTtenek (win7x32.aladdin.local):

e Citrix Receiver 4.0.0.45893;
e JCClient 6.24.16;

e Virtual Delivery Agent.
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1. Co3paHue BUPTYaAsbHbIX MALLNH

1.1. Co3paHMe KaTanora BMpTyasnbHbIX MaLUWH

Mepeg, co3gaHnem KaTanora Ansa BUPTyasibHbIX MALLUMH HEOH6X0AMMO NOATOTOBUTb 3TaSIOHHYIO MALLMHY. B AaH-
HOM TECTOBOM OKPY*KEHME — 3TO BUPTya/ibHasi MallMHa C onepauynoHHoi cuctemont (OC) Windows 7 (32-bit).

[ns NnoAroToBKM 3TaNIOHHOM MalLMHbI Ha Heé Heobxoanmo yctaHosuTb MO Virtual Delivery Agent (auctpuby-
TMB, KOTOPOTro pacnonoxeH Ha aucke c MO XenDesktop 7.0), JC Client 6.24.16", a TakKe apyroe MO, KoTopoe
Heobxoanmsbl ansa paboTbl Nosib3oBaTeNen AaHHOM rpynnbl. Moc/ie yCTaHOBKU BUPTYa/lbHYHO MalLMHY HeobXo-
OMNMO BbIKNHOYUTD.

CosaaHue KaTasora gns BUPTYaNbHbIX MALIWH

Ha cepBepe, rae yctaHoBneH KomnoHeHT Citrix Studio?, 3anyctute Citrix Studio (Start -> All Programs -> Citrix),
noakntountecs K Citrix Delivery Controller u nepeitante 8 Machine Catalogs, 3anyctute macrep co3gaHus Ka-
Tanora Create Machine Catalog (puc. 1).

7 Citri Studio EETES
Fle Acton View Help
= |xmld
7 Corscle Root 5
B & Citrix Studio (D7) CITRIX
O Search M
= achine Catalogs | machine Catatog + | Macnine type No. of machines Alocated machines Create Machine Catalog
é Delivery Groups
view >
# Lovans Create Machine Catalog G refresh
H e
9 i : = :
7 leensig Studio Getting Started with Machine Catalogs
2 storeFrant
o %:"VF'V p[“b“S“‘”g Machine Catalogs are collections of physical computers and virtual machines that you assign
=) & Cirx StoreFront to users, Studio will help you create a Catalog, based on your setup preferences and the
Introduction configuration of your Site. When creating a Catalog, note that you must select a Master
Operating System and Image or 2 machine with the Virtual Delivery Agent installed.
Hevdrore ® Step-by-stap cuidance thraich Machin Catalog s2tup
Machine Management  Create a Desklop 05 or Server 05 Machine Catslog
Desktop Experience ® Customize your environment 25 You go
Master Image:
Virtual Machines Leam more
Computer Accounts
Surmmary
Dorit show tn's again
m I —
G
< 12
Create Mathine Catalog [ [
. E — il @ 23800
oee|| B & [ [l o g

Puc. 1 — OkHo «Create Machine Catalog»

Haxxmute Next.

! YcraHoBKa u HacTpowka NO JC Client 6.24.16 onucaHa B aokymeHTte «JC-Client — PyKoBoACTBO agMUHUCTPATOPAY.
? YcTaHoBKa 1 HacTpowka NO Citrix XenDesktop 7.x onucaHa Ha caiTe
http://support.citrix.com/proddocs/topic/xendesktop-71/cds-install-config-intro.html

V1.4 CTp. 41345



http://support.citrix.com/proddocs/topic/xendesktop-71/cds-install-config-intro.html

Hactpoitka ayteHTuduKkaumm B Citrix XenDesktop 7.x ¢ ucnonbsoBaHmem cmapTt-kapT JaCarta PKI

® =
KpaTkoe pykoBoacTBO AnapanH N CITRIX
[ ]

Bbibepute nyHKT Windows Desktop OS nam apyroit nyHKT B 3aBUCMMOCTM OT HACTPOEK Balueii cpeabl (puc. 2).

Create Machine Catalog

Studio Operating System and Hardware
We want to help you create the comrect type of Machine Catalog by asking a few guestions to provide &
recommendation
+ Introduction Learn more
Operating System and Select an operating system and machine type for this Machine Catalog.
Hardware ® ) Windows Desktop OS5
Machine Management The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different
Desktop Experience users
Master Image Windows Server OS5

he Server OS Machi 0g sted shared s for a large-scale
Virtual Machines The Serve US_T achine ;atal g prgldes hosted shared desktops for a large-scal
deployment of standardized machines,

Computer Accounts
Remate FC Access
BE Arcmce b

The Remote PC Access Machine Catalog provides users with remote access to their
physical office desktops, allowing them to work at any time

Summary

Puc. 2 — OKHo Bblbopa onepauMoHHOM CUMCTEMBI A1A KaTanora

Haxxmute Next.

BbibepuTe nyHKT Virtual machines 1 Machine Creation Services (MCS) (puc. 3).

Create Machine Catalog

Studio Machine Management

As part of creating 2 Machine Catalog, the way you plan to provision machines influences the
recommended Machine Cataleg type.

+ Introduction Learn more

, Operating System and This infrastructure will be built using:

Hardware . .
“ ®) \irtual machines

Machine Management
Physical hardware

Deskiop Experisnce

Master Image Desktop images are managed using:

Virtual Machines #® Machine Creation Services (MCS)

Computer Accounts Provisicning Services (PVS)
Summary
Another service or technology

I'will manage my deskiop images with something other than Citrix technology. I have
existing Master Images already prep

Cance

Puc. 3 — OKHo Bblibopa cnocoba A0CTaBKM BUPTYaIbHOM MaLUUHbI
V1.4 CcTp. 51345
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Haxmmnte Next.

B okHe Desktop Experience HacTpoliTe napameTpbl paboymx CTo/10B 415 Nob30oBaTeNen U cnocob XpaHeHus
No/1b30BaTeNbCKUX AAHHbIX, TaK KaK NOKa3aHo HuXe (puc. 4). MoryT 6biTb BblIBpaHbl Apyrie napameTpbl B 3a-
BMCUMMOCTM OT HaCTPOEK Ballei cpeabl U Tpebyembix 3aau.

Create Machine Catalog

Studio Desktop Experience

Consiger the tasks your users perform and then decide which deskiop experience would be best.
Which desktop experience do you want users to have?
I want users to connect to a new (random) desktop each time they log on.

® [ want users to connect to the same (static) desktop each time they log on.

+ Machine Management

Do you want to save any changes that the user makes to the desktop?
Desktop Experience -
P Expe Yes, save changes on a separate Personal vDisk.
Master Image

. @ Yes, create a dedicated virtual machine and save changes on the local disk.
Virtual Machines

No, discard all changes and clear virtual desktops when the user logs off.

‘Computer Accounts h R X N
If configured, folder redirection will not be affected.

Summary

1

Puc. 4 — OKHO HacTpOeK NapamMeTpOoB BMPTYaibHOM MaLUUHbI

Haxxmute Next.
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M3 cnncka gocTynHbIX BUPTYa/ibHbIX MalIWH BbibepuTe paHee Co34aHHYH0 3TaIOHHYH0 MalnHy (puc. 5).

Create Machine Catalog

Studio Master Image

Select 3 Host and cerrespending Virtual Machine or snapshot frem the list to create a Master Image,

Select a Resource:
+ Introduction

XDDesktcp
e

v ;gf,jta':f System and Select a snapshot (or a Virtual Machine):

. ] P B
+ Machine Management 4 @ .

» (W DC @
+" Deskiop Experience
(] soL @

Master Image
() wr @

3

3

» [ win71 @
» W) windows 7 @

Sy
» [ x21 @

» [ xaz @

» (W0 @

» [ x07 @ X

Virtual Machines
Computer Accounts

| The Master Image is built using Windews XP or Windows Vista

You should also select this option if the snapshot or Master Image is running Windows 7
with VDA 5.6

Puc. 5 — OKHo Bbi6Opa 3Ta/IOHHOKN MaLUMHbI
HaxkmuTe Next.

3afaiiTe KOIMYECTBO BMPTYasIbHbIX MALUMH B KaTasiore v 33aiTe Ux TEXHUYECKME XapaKTePUCTURM (puc. 6).

Create Machine Catalog

Studio Virtual Machines
Number of virtual machines needed:

EN
Operating System and

Hardware Configure your machines:

+ Introduction

+ Machine Management MName: Windows7 (32-bit)

+ Desktop Experisnce Virtual CPUs: 1
+ Master Image
Virtual Machines L - H
15

Computer &ccounts Hard disk (GB): 15

Summary

Puc. 6 — Bbibop napameTpoB BUPTYasibHbIX MalLUMH NOAb30BaTeNeMN
V1.4 CTp. 7 1345
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Haxkmute Next.

HacTpalite cxemy Ans aBTOMATUUECKOTO A06ABNEHMA YYETHbIX 3anmcelt CO34aHHbIX MalUWH B CyXKOy KaTanoros
Active Directory (AD) (puc. 7).

f-'.l [ns NpocToTbl aAMUHUCTPUPOBAHMA MOXKHO NpeaBapUTebHO CO34aTb OpPraHM3aLMOoHHbI moaynb (OU) B

cnyx6e KaTanoros AD, Kyaa 6yayT 406aB/ieHbl yHeTHbIE 3aMNUCK CO34aBaeMblX BUPTYasibHbIX MaLUUH.

Create Machine Catalog

Studio Active Directory Computer Accounts

Ezch machine in & Machine Catalog neads a coresponding Active Directory computer account,

Learn more

 Introduction Select an Active Directory account option:
.y gg:_'?t_‘:g System and ®) Create new Active Directory accounts
dware

+ Machine Management Use existing Active Directery accounts

+ Desktop Experience Active Directory location for computer accounts:

+" Master Image Domain: [aladdi'l.local - ]
+ Virtual Machines X3 ForeignSecurityPrincipals -
‘Computer Accounts [ Managed Service Accounts
Summary

»
»
»
>
r

[ Testou
27 users H

(@ XenDesktops

Selected location: OU=XenDesktops, DC=aladdin,DC=local |

Account naming scheme:

Win7x32#

Win7x320

Puc. 7 — OkHo «Active Directory Computer Account»

Haxkmute Next.
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MpoBepbTe NapameTpbl CO34aBaeMbIX BUPTYasIbHbIX MaLLIMH M ONPeAeNUTe UMA 1A KaTasora, a TakKe MMsA
BUPTYaNbHOM MalliMHbI A1 0TOBparkeHua y nosib3oBaTtenel (puc. 8).

Create Machine Catalog

Studio SUmmry
-
Machine fype: Windows Desktop OS5
« Introduction Machine management: Wirtual
Operating System and Frovisioning method: Machine creation services (MCS)
Hardware Desktop experience: Users connect to the same desktop each time they log
+ Machine Management on

Save changes on the local disk
+" Deskiop Experience 9

Resources: KDDesktop

Master Image name: Windows7 (32-bit)
A snapshot of the Master Image VM will be created

+ Master Image
+ Virtual Machines

+ Computer Accounts Mumber of VMs to create: 1

Summary Airtiial CBLls: 1 ]

Machine Catalog name:

| Win7x32 for testing] |

Machine Catalog description for administrators: (Optional)

Example: Windows 7 5P1 desktops for the London Sales office |

Note: To complete the deployment, assign this machine catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

C o S (o=

Puc. 8 — OkHO «Summary»

HaskmuTe Finish.

KaTanor BUpTyasibHbIX MalWH co3gaH (puc. 9).

2 Cirin Stk EI=]
Fle Action View Help

*= 2@ BE

[Toowderor e

5 Ot Studo (D7) -
O searth
Machine T e Maching Catakeg
Ve v
G Refresh
e
¥ Beatons
Mo items selected
1 —
fereats wachins Cataog

ol & B S8 i B .

Puc. 9 — CosgaHHbIV KaTanor BUPTYabHbIX MallMH
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1.2. Co3aaHuve rpynnbl NoNb30BaTeNen BUPTYaANbHbIX
MawunH - Delivery Group

[ns cBA3M CO34aHHbIX BUPTYasIbHbIX MALLUWH C NO/1b30BaTENAMM, HEOHXOAMMO HACTPOUTb rPynny Nosb3oBaTe-
e BUpTyanbHbix MawwuH (Delivery Group).

OTKpoliTe KoHcoAb ynpasneHus Citrix Studio 1 nepeingute Bo Bknaaky Delivery Group -> Create Delivery
Group (puc. 10).

Delivery Groups | Applications {0} Create Delivery Group
+ | macnine type No. of machines Sessions in use No. of applications iew 4
|c Rsfresh

Help

No items selected

Puc. 10 — OkHo «Delivery Group»

V1.4 CTp. 10 u3 45
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BbibepuTe paHee co34aHHbIN KaTanor BUPTYabHbIX MALLMH U YKaXKUTE CKOIbKO BUPTYalbHbIX MALIWH
byaeT 4OCTYNHO ANA No/sb3oBaTenen aTok rpynnbl (puc. 11).

Create Delivery Group

Studio Machines

Select a Machine Catalog:

Catalog Type Machines
¥ Introdicion © Win7x32 for testing VDI MCS Static Local Disk
Machines
Delivery Type
Users
StoreFront
summary

Choose number of machines to add: =

=
(o | BN (oo ]

Puc. 11 — OkHo «Machines»

Haxxmute Next.

BbibepuTe TN AOCTaBASEMbIX PECYPCOB: MPUIOKEHNA MU BUPTYasbHble MawwmnHbI (puc. 12).

Create Delivery Group

Studio Delivery Type

You can use the machines in the Catalog to deliver deskteps and applications to your users.

Learn more

" Introduction Use the machines to deliver:

+ Machines ®) Desktops
Delivery Type Applications
Users
StoreFront
Summary

(|
)l - B

Puc. 12 — Bbibop «Delivery Type»

V1.4 cTp. 11 n345
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Haxkmute Next.

HasHaubTe nosnb3oBatesnei, C KOTopbiMM ByayT CBA3AHbI BUPTYasibHble MaluHbI (puc. 13).

Create Delivery Group

Studio Users

Assign users:

testXD (ALADDIN'testxD)
+ Introduction

+ Machines

+" Delivery Type
Users
StoreFront

Summary

(|
=

Puc. 13 — OkHo BblbOpa nosb3oBaTesnel

Haxxmute Next.

E!E MO Citrix Receiver HacTpanBaeTcsa nosgHee (cm. pasgen 2.5).

V1.4 CTp. 12 M3 45
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B cneaytowem okHe Bblb6epute nyHKT Manually, using a StoreFront server address that | will provide later (puc.
14).

Create Delivery Group

Studio StoreFront

How weould you like to configure the version of Receiver that is installed on the machines in this Delivery
Group?

®) Manually, using a StoreFront server address that [ will provide later

Automatically, using the StereFront servers selected below

StoreFront

Summary

(|

Puc. 14 — OKHo HacTporikm «Citrix StoreFront»

Haxxmute Next.

V1.4 CTp. 131345
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MpoBepbTe UTOrOBble HACTPOWKM U ONpeaenunTe HaseaHue rpynnbl (puc. 15).

Create Delivery Group

A Summa

Studio 2
Source Machine Catalog: Win7x32 for testing

+ Introduction Machine type: Windows Desktop OS

+ Machines Allecation type: Static

+ Delivery Type Mumber of machires added: 1 unassigned

 Users Delivery type: Desktops

+ StoreFront Users: testXD (ALADDIN\testXD)
Scopes: -

Summary

Delivery Group name:

| WinTx32 tes] |

Display name:

|Wir7x32 |

Delivery Group description for users: (Optional)

i
e -

Puc. 15 — OKHO «Summary»

HaskmuTe Finish.

V1.4 CTp. 14 n3 45
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lpynna nonb3oBaTesiei BUPTYasbHbIX MaLUWH co3gaHa (puc. 16).

tudio [_[F1x]

File  Action View Help

«=x[=0

] Console Raot

p

Actions
EF:) g\;s:'uio(xw) Delivery Groups -
= Hachine Cetsloss | peivery Groups | Appiications (0)
o

Creats Delivery Group

Polcy Delivery Group
i Logang Win732 test

El > Configuration State: Enabled

£ Administratars

+ | Wachine type

No. of machines

Windows Deskiop 05 1

Unregistered: 0

Sessions in use
0
Disconnected: 0

Ne. of applications

View 13
0| G Refresh

Help
% Controllers
= Hosting
o Licensing
3 storsFront
[y App-v Publishing
£ ¥ Cirix StoreFront
Server Group
2 authentication
[ Stores
Receiver for Web
N Netscaler Gatsway
¥ Beacons

No items selected

I S |

(Create Delivery Group

Puc. 16 — Co3gaHHasa «Delivery Group»

f!'} BHMMaHMe: YbeamTech, 4TO BCe BUPTYa/ibHble MalLMHbI B Mye 3apernctTpmpoBaHbl (MmetoT ctaTyc Registered
(puc. 17)).

22 citrix Studio MEE
Ele  Action  Wiew  Hel
e | 5[
] Cansole Rack - Actions
EEprew e cirix e
O search
= Wachine Catdogs [ Desktop 5 Machines (1) | SenerOS Macnines (0) | Sessiens 0) 0 Select Colurns
Delivery Groups )
Policy Name + | Machine Catalog | Delivery Group User Maintenance Mo... | Persist UserCha.. | Power State Registration State Hiew
@ Logging ‘Win7x324 alad. Win7x32 for tes. Win7x32 test Off On Local On . Refresh
=1 > Configuration
8 Admiistrators Help

% Controllers
Hosting

o Licensing
3 storefront
i App-v Publishing
1 ¥ Chrix StoreFront:
Server Group
2 Authentication
D stores
D) receiver for eb
% Netscaler Gateway
@ Beacons

No items selected

Puc. 17 — OKHO cTaTyca BMpPTYaabHbIX MallMH
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1.3. lNpoBepKa AOCTYNHOCTN BUPTYa/bHbIX MALUUH

MepeiaunTe Ha pabouyto ctaHumto (MK) nonb3osatens. 3to Windows 7 x64 ¢ npeaycrtaHosaeHHbim JC Client
6.24.16.

OTKpoliTe 6pay3ep 1 B a4pPeECHOM CTPOKe yKaxKuTe nyTb K Beb-uHTepdeicy NO Citrix XenDesktop:
http://xd7.aladdin.local/Citrix/StoreWeb/ (puc. 18).

Ecnm NO Citrix Receiver He ycTaHOBNEHO, 0Tobpa3nTca okHo yctaHoBku MO Citrix Receiver (puc. 19).

Haxmute YcTaHOBUTD.

StoreWeb/|

i Vsbparroe | 9l Pexomengyemeie yanel v @ | Konnekupa seb-dparm... v

B Citrix Receiver o~ ~ [ d= v Cipawmua > Besonacwocts v Cepguc » @~

[na pocryna Kk cBoMM npunoxeHuam ycraHoeuTe Citrix
Receiver

puHmaro fluuensuonnoe cornawenme Citrix

YeTaHoBUTE

CeefeHuA 0 GesonacHocrn | Buog

/" Hageskhble y3nel | 3auiienHeii peskum: seicn. o v H100%

Puc. 18 — Web-untepdeiic MO XenDesktop

YcranoBKa

Nopo#guTe, noka ycranosuTcA Citrix Receiver..

Puc. 19 — YctaHosKa 0O Citrix Receiver

V1.4 CTp. 16 M3 45


http://xd7.aladdin.local/Citrix/StoreWeb/

Hactpoitka ayteHTuduKkaumm B Citrix XenDesktop 7.x ¢ ucnonbsoBaHmem cmapTt-kapT JaCarta PKI

® =
KpaTkoe pykoBoacTBO AnapanH N CITRIX
[ ]

BeeguTe JloruH 1 Maponb yyeTHOW 3anncK Nonb3oBaTena B cny»Kbe katanoros AD. [lJaHHas yyeTHan 3anuch
[AOJIXKHa BXOAMT B rpynny nosib3oBaTenel BUPTyasbHbIX MallMH, KoTopas bblna co3gaHa B pasgene 1.2 (puc.
20).

f“-\ e http://xd7.aladdin.local/ Citrix/StoreWeb/ [ €+ | X Bing

S Vsbparroe | 5l Pexomengyenbie yanol ¥ @ Konnekuws seb-dparm... v

B Citrix Receiver - v [ @ v Cipawnuz v Besonaciocts v Cepeucv @~

Mma nonesosarens: B Imens UAu usen@d.

Citrix Receiver

Mapone:

€ NpaBa 3aLMLeHsI. |

loToso / Hapexwbie yanel | 3awmiienniii pexim: sbiin. v BI10% -

Puc. 20 — OKHo ayTeHTUOMKauum nonbsoBaTtena Ha Web-nntepdeice MO XenDesktop

Y6egutech, UTo BUPTYya/ibHan MallMHa AocTynHa. Mocne Yero, 3aBepLlunTe ceaHc noab3osatens (puc. 21) (Myck
-> BbINTU U3 CUCTEMDI).
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in7x32 - Desktop Viewer

o e B ) Sm———

Puc. 21 — BupTtyanbHaa mallmMHa Nnonb3oBaTens
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[ ]
KpaTkoe pykoBoACTBO AHBAQMH G CITRIX®
[ ]

2. HacTtpoiika ayTeHTUdUKaLMM nNo cMapT-
KapTaMm

2.1. BoinycKk ceptndunkata gna lIS

Ha cepBepe, rae yctaHoBneHo MO XenDesktop 7, 3anycTuTe ocHacTKy yrnpasaeHus cepsmcom Internet
Information Services (lIS) (puc. 22).

| Remate Desktap Servizes

(@ @S

A Computer Management
= Data Sources (ODBC)
= Ny 4] Event Viewer
G Corand Promot (4_’

@ ©. scotior
-n i e b Local securtty Policy

% Administrator (%) Performance Monitor
2 ieme Explorer
4 S Security Configuration Wizard
ﬂ} Internet Information Services (II5) Documents =k, Server Manager
- Manager o semies

Gl stusie Conpeter ] Share and Storage Management
Hetwork o Starage Explorer

) o , ST
(%) Task Scheduler

Contral Panel
W Windows Firewall with Advance: d Security

Devices and Prinkers (] Windows Mermory Diagnastic
2 Windows Power Shell Modules
g 12 windows Sarver Backup

Citrix StareFront

Help and Support:

Run...

> AllPrograms wiindows Security

| seatch programs and files Logoff |

s | B & 5 8

A 215 PM
J Aulls P G 10jzsjz013 ™=

Puc. 22 — lNyTb K oOCHacTKe ynpasneHua cepsmncom IS
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OtKpoliTe BKnaaky Server Certificates (puc. 23).

™E Internet Information Services (I1S) Manager M= E3
@0 (5w 5 1 1@ -
Fle  View Help
j @9 XD7 Home
@- | 18 Cpen Feature
-5 Start Page =
= Gﬂ 4O7 (ALADDIH Admiistrator) Filter: TG - %Show Al | Groupby: Area Manage Server
12} Application Poals Correction  Machine Key  Pagesand  Froviders  Session State  SMTF E-mail a] || @ Restart
Blel Sites Strings Controls B Start
B stap
s
B Wieww Application Pools
4 5 View Sites
4 s e
asp Authentication cal Compression Default Directory Change \MET Framevark ersion
Document Browsing @ b
= i Orline Help
S & 5
Error Pages  Failed Request FastCal Handler HTTP Redirect HTTP
Tracing Rules Settings Mappings Respo,.
g | 3w - s
B = ﬂ— =i ? -
154P1 and CGI ISAPI Filters Logging MIME Types Modules Qutput
Restrictions Caching
o= ety
Request Worker
Filtering Processes
Management
El EP
L & & w
Configuration  Feature IS Manager IS Manager Management  Shared |
Editor Delegation Permissions Users Service Canfiguration _I
-
Ready €.

Puc. 23 — OcHacTtka ynpasneHua cepsucom IIS

BbibepuTe Create Domain Certificate (puc. 24).

“E Internet Information Services (115) Manager

@_E) R

Fle Vew Help

G@ Server Certificates

Import. .
¥ Start Page

H Creste Cortficate Request
& €3 407 (ALADDIM Adrinstrato) Use this fieature to request and manage certificates tha the Wb server can use with eb sies a

configured for 55. Corplets Certicats Request
| 1ssued B

oo | lesund To_ Create Domai Cartr Cata

Create Certificate [7] Create self-Signed Certficate. .

| Distinguished Name Properties @ rep

Online Help

Specky the required information For the certificate. Statefprovince and Citylocalty must be specified
s official names and they cannot contain abbreviations.

Corman name! I

Organization:
Orgarizational unit:
Cityjlocaity

Statefpravinee:

Countryjregion

previos [ e | | rineh Cancel

[ T
[Trestures vew | Content hew

N S:36 P
J Hu‘ = [ s 10/28j2013 =

Estart;

A 828"

Puc. 24 — Bknaagka «Create Certificate»
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3anonHuTe MHGOPMaLMIO 06 OpraHn3aLMmM AN15 BbiNycKaemoro ceptudukara (puc. 25).

B none Common name yKaxuTe NosiHoe AOMEHHOe MMSA cepBepa ¢ ycTaHoBAeHHbIM N0 XenDesktop. B HacTo-
Awem npumepe: xd7.aladdin.local.

Create Certificate HE |

Distinguished Name Properties

o)

Specify the required information For the certificate. Statef/province and Citw/locality must be specified
as official names and they cannot contain abbreviations.,

Comman Nane: de?.aladdin.lacal
Qrganization: Ialaddin
Crganizational unit: IOLI—
Cityflocality IMDskJJw
State/province: IMO

Country/region: Iﬁ j

Brevious I Mexk I Eirish | Cancel

Puc. 25 — [aHHble 06 opraHM3aumnm B BbilMyckaeMom ceptudukate

BbibepuTte LeHTp cepTudmKaLmm opraHmsaumm u B none Friendly name ykaxute nonHoe gomeHHoe nmsa cep-
Bepa c yctaHosneHHbIM MO XenDesktop. B HacToswem npumepe: xd7.aladdin.local (puc. 26).
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Create Certificate |

= .ﬂi—l'i

Online Certification Authority

Specify the certification autharity within wour domain that will sign the certificate. A friendly name is

required and should be easy to remember,

Specify Online Certification Authority;

Ialaddin-CF\-CF\'l,CF\.aladdin.lacal
Example: CertificateduthorityMamelServerhlame

Friendly name:

de.‘-".aladdin Jocall

Previous

Select. .. |

[exk I Finish I Cancel

Puc. 26 — Bobinyck ceptnudurKkaTa ana cepsuca IS

Haxmute Finish.

Y6egutech, UtTo cepTMdMKaT BbiNyLeH ycrnewHo (puc. 27).

*E Internet Information Services (I15) Manager [_T00]
@.,, [q_ipxm» JW e -
File  Yiew Help
i @9 Server Certificates I
Q-7 8 % Import...
E—'\-ﬂ Seart Page Use this feature to request and manage certificates that the Web server can use with Web sites Creats Certificats Request..,
43 %D7 {ALADDIM|Administrator) red q e
configured for 5L, Complete Certificate Request...
Hame * | msued 1o | ssuede: Create Domaln Certificate...
WHMSye-XD7 WHMSwe-KD7 e
cd7 . alsddin. |ocal xd7.aladdin.loc aladdin-CA-CA Create Self-Signed Certificate...
View...
Export...
Renew...
K Remove
@ Help
Online Help

4]

| = Features view |\ Content Yiew

Ready

&

Puc. 27 — Pe3ynbTaT BbiNyCcKa cepTuduKaTta

V1.4
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2.2. Hactponka SSL goctyna K IS

MepeiaunTe Ha BKnaaky Default Web Site u HaxxmuTe Bindings...

B oTKpbIBLIEMCA OKHE HaxkmuTe Add (puc. 28).

“E Internet Information Services (I1S) Manager

o [=]

 sartpage
:

o e Filtrs 7 #8s

0 Default Web Site Home

- (&yshowall |Groupby: Area

iplcation Pals ASPNET

es
Defauit Web Sits ggi

& @

ME
éuthorizati... Compilation  Pages
site Bindings

RET Error

NE NET Profle  .NETRoles
Glabalization

Type | Host Name [ Part
E)

[P Address [ Binding

)

L i
A Authentication Gl

2 B @

Eror Pages Faled Request  Hander
Tracing Rules  Mappings

B = 4

loogina  MIMETvoes  Modues

o
Compression foul Directory
i

Defat
Documert  Browsing
E g &
199] =
HTTP Redirect HTTP I5API Filters
Resp
e =

Outout Reouest 5oL Settinas

Content Yiew

[start;

4858w

Puc. 28 — OKHo HacTpolikm «Site Bindings»

£ Explore
Edit Permissions.
Edit Site
Bindings.
[=] Basi settings.
view Applications
Wiew Virtual Directaries
Manage Web Site
2 Restan:
P stat
® sop
Browse Web Site
(5] Browss *:80 (http)
Advanced Settings.. .
Configure.
Failed Request Tracing...
Limits,
@ neip

Criine Help

B

S39pm
2 B0 y0pgionis ™

o
Ananavt)” CITRIX"
@

BbibepuTe TN coeamHeHun https, a B cnucke SSL certificate, BbibepuTe paHee BbINYLWEHHbIN CEPTUPUKAT AnnA

IS (puc. 29).

E!E B HacTosAwem npumepe nmsa ceptuoukara: xd7.aladdin.local.

Add Site Binding

Twpe: IF address: Fort:
Ihttps j IAI\ Unassigned d |443
Host name:

591 certificate:

laddin lacal

[ 1|

View. ..

Cancel |

Puc. 29 — OkHo «Add Site Binding»

Haxkmute OK.

Y6eauTech, UTO AaHHbIN TUMN coeguHeHMsa gobaBaeH B Crncok (puc. 30).
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Site Bindings [ 2]
Type ‘ Host Name: | Port: | IP Address | Binding Add...
http a0 "

hies w oo e |
Remove
Browse

1 |
Close

Puc. 30 — Pe3ynbTaT HAaCTPOMKKN TUMNA COeANHEHMUA

3aKpoiite okHo «Site Bindings».

2.3. Hactponka Citrix StoreFront

i\_ BHumaHue! Mpu paboTe c StoreFront B MHOrocepBepHbIX YCTaHOBKaX, MCMO/b3YHTe TO/IbKO OAWH cepBep npu
BHECEHMA U3MEHEHWUIN B HAaCTPOWKK. YbeauTech, 4To KoHconb ynpasnerua Citrix StoreFront He BbinonHAeTcA Ha
ApYyrom cepsepe UAn cepBepax, aHHOW cepBepHO rpynnbl. Nocne 3aBeplueHna KoHoUrypuposaHus, ybegutecb 4To
M3MEHEeHUn NPUMEHUINCL HA BCE cepBepbl rpynnbl (propagate your configuration changes to the server group).

3anyctuTe Citrix Studio. Bo Bknagke Citrix StoreFront oTkpoiite Bknagky Authentication (puc. 31).

22 Citrix Studio [-[2]]

7] Consle Rost

EEESERNTUE CiTRIX

Authentication Metnad Enadlec

User name and password

a] refresh

Help

Configure Trusted Damains

Authentication Service

Manage Password Optians

i o
service collects user and grants access to all stores on this server: Disable Method

Overview e

Token hitpy//xd7 aladdin.local/Citri o,
Number of enabled methods: 1

Status

A\ Service using HTTP not HTTPS.

Puc. 31 — BKknagka «StoreFront Authentication»

Bbibepute nyHKT Add/Remove Authentication Methods.
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OtkpoeTtca okHo Add/Remove Methods (puc. 32).

Bbibepute meToq ayTeHTUdMKaumnm Smart card.
Add/Remove Methods

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server,

| User name and password
B Domain pass-through
Smart card

= Pass-through fram MetScaler Gateway

Puc. 32 — OkHo «Add/Remove Authentication Methods»

Haxkmute OK.

Y6eguTtech, UTo Ha BKNaaKke Authentication gobasunca metog ayteHTMdMKaumm Smart card (puc. 33).

studio [_[E]x]
a5
= Cansale Root Actions
El &3 Citrix Studio (D7) . 3
i Search
= Machine Catalogs AddfRemove Methods
Delvery G
é P;“:;” roups User name and password Generate Security Keys
[ Logging Smart card Yes View »
Bl &> Configuration =
£ Administrstors & Refresh
% Controllers Help
= Hosting
StoreFront
s henticat , Corfowe Trsted Doans
Authentication Service
2 ¥ Crix storsFront Manage Passwiord Options
Server Graup The authentication service collects user credentials once and grants access to all stores on this server. Disble Method
2 Authentication
3 stores . Help
Recaiver for Web Overview
5% Netscaler Gateway
9 Beacens Token validation service: hittp:/fxd7.aladdinlocal/Citri i
Number of enabled methods: 2
Status
@ Fttps is required for certificate authentication,
A\ Serice using HTTP ot HTTPS,
I [ |
[Define the available authentication methods

Puc. 33 — Pe3ynbTaT USMEHEHUA METOA0B ayTeHTUdUKAL MM
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Otkpolite Default Web Site -> Citrix -> Authentication -> Certificate (puc. 34).

B Internet Information Services (1I5) Manager [_T0[=]
@-«: [ | v ¥D7 » Sites b Defauk'WebSke » Citrix b Authentication  Certficate » ]s’n L@ -

File View Help

Q.- |8 i Certificate Home

J21 Explore

A Start Page 2 ; Edit Permissions. ..
D7 (ALADDIN|Administrator) Fiker: oo - Gshowall | Growpby: Area
= ~
Q A.Dpllcatlun Padls ASP.NET = Manage Folder
i &2';25 et e & —_— 0 - Browse Folder
£ 40 Default web Site EE% ¥ (4] - 12N = i
B ¥ AGServices N 404 95 \ @] Browse *:30 (http)
[ aspret_dient NET NET HET Errar MET HETProfile  .NET Roles Browse *:443 {https)
EE dox Authorizati...  Compilation Psges  Globalization

@ relp
¥ Authentication . - y - =
g & | s aniine Help
G2 = & EH

NETTrust  .METUsers  Application  Connection  Machine Key  Pages and
Levels Settings strings Controls

= Views

PlAgent ;
Raoaming \‘}; -]

Store
StoreDesktopAppliance
StoreWeb

Providers  Session Stake  SMTP E-mail

- s
s & @ 9 .
ASP Authentication CGI Compression Default Directory
Document; Browsing
J— = ; oy =
Error Pages Failed Request  Handler  HTTP Redirect HTTP Logging
Tracing Rules Mappings Respo..,
BT I S or =
JE é}ﬂ el = f%
MIME Types  Madules Qutput Request  Sal Settings =l
‘ |v] [E]Peatures view |\ ) content view
Ready €.

Puc. 34 — Bknaaka Certificate Home

BbibepuTe NyHKT SSL Settings -> Require SSL. OTmeTbTe napameTp Require (puc. 35).

& Internet Information Services {I15) Manager [_TO[=]
@\\u [ I b ¥D7 b Sites b Defaul'WebSite » Gitrix > Authentication » Cerbficate ]ﬂz e -

Fle  Wew Help

8 Rla 18 o
& Start Page successfully saved.
07 (ALADDIN Administratar) This page lets you modify the SSL settings for the content of a YWeb site or application,
|2} Application Paols ¥ Reguire 55L
@] Sites N " W Apply
-6 Default Web Site Cllent cartifcstes: S Cancel
AGServices © Ignare =
o @ Help
aspriet _client © Accept Y
50 cirix @ msqus orline Help
=¥ Authentication
| App_Data
~ bin
~ Certificate
| Views
FlAgert
Roaing
Store
StoreDesktopAppliance
Storeweh
irector
3 [iv] [EFeatures view |, Content tiew
Configuration: localhost’ applicationHost.config , <lacation path="DeFault Web Site/Citrix/AuthenticationjCerticate”> L=

Puc. 35 — Hactpoiiku SSL Settings

[na npoBepKM NpasBnabHOCTU SSL-HacTpoek, HeEOBXOANMO BbINOHUTL CeAYHOLLYIO NOC/IeA0BaTeIbHOCTb Aen-
CTBUM:

e [lMoakntounTtecs K MK nonb3osartens;
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e [lopgKnoumTe CMapT-KapTy C cepTudUKaToM nosnb3osaTens K MK nonbsosartenn

e OTKpoitTe bpaysep;

e B agpecHOi CTPOKe YKaXKunTe NyTb K CTPaHMLE C TECTOBbIM NMPUoKeHnem. B HacToalem npume-
e — https://xd7.aladdin.local/Citrix/Authentication/Certificate/test.aspx

E '} Bmecto xd7.aladdin.local Heobxogumo ykasaTb nosnHoe gomeHHoe nma cepsepa c MO Citrix XenDesktop

OTob6pasunTca cneaytoLLee oKHO, B KOTOPOM HeobXxoaMMOo BbibpaTh cepTudumKaT nosb3oBaTens (puc. 36)

Besanacracrs Windans

faa nepmmmecepmqmam

makam knry “OK”, Eca
s g o Vhiit

= 0
r | Vasirens: saddio-caca
| Aeficrsmrenen c: 2211

2003 o 221,

Camthuns Mg aSSrdacl e

@ Mrrepuer | Sawpmiiensasi pesons: sun.

Puc. 36 — OKHo 3anpoca cepTudurKaTa No/b30BaTeNA
Bbibepute ceptudurKaT nosb3osaTens n Haxkmute OK

OTobpasunTca cneaytouee okHo (puc. 37)

-

Besonacnocte Windows

MocTaBwmk cMmapT-kapT (Microsoft)
BeeauTe MmA nonesoeatena, napone v NIAH-koa,
PIN-koa
‘ FIN K4 l
AononHWTENEHBIE CEELEHNA
[ OK ] [ OTmena ]
b

Puc. 37 — OkHo 3anpoca PIN-Koga 4na cmapT-KapTbl NOb30BaTeNA

Beeaute PIN-kog cmapT-KapTbl nonb3osatena n Haxmute OK

Ecam SSL coeanHeHne ycTaHOB/IEHO YCMELWHO, TO Bbl YBUAMTE Ha OTKPbIBLUEICA CTPaHMLE MHPOPMaUMIo O
cepTudmKaTe nonb3osarena (puc. 38).
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xd] aladdin.local/Citriy/ Authentication/ Certificate/test.aspy]

e Wis6p | & =P yanet v @] Koanexuua seG-parut.. v

| @ nttpsi/fudT aladdinlocal/Citrx/Authentication/C... | | 5 < [ g v Crpsrmus~ Besomaceocrs v Cepsnc > (@w

Client Certificate

Property Value
Subject DC=local, DC=aladdin, OU=XenDesktops, CN=testXD
Issuer DC=local, DC=aladdin, CN=aladdin-CA-CA

Serial Number 20-99-3¢-6e-00-00-00-00-00-21
KeySize 128

Valid From  10/22/2013 2:53:57 PM

VaidTo  10/22/2014 2:53:57 PM

ToToED € VHTepHeT | 3aLUNLLEHHBIR PEKIM BBIKN. 45 v R10% -
- e n - R

Puc. 38 — OKHO NpoBepKM cepTUdMKaTa Nob3oBaTeENA

MogkntoumTech K cepsepy ¢ yctaHoBeHHbIM MO Citrix XenDesktop v BbINOAHUTE HAaCTPOWKY NPOTOKOJIOB CBA3M
ana SSL.

3anyctuTe KoHconb ynpasaeHus Citrix Studio. Jns storo oTkpoite MO Citrix StoreFront v BbibepuTe BKAAAKY
Server Group. Bbibepute nyHKT Change Base URL 1 namenute sHayeHme http Ha https (puc. 39).

7 Citris Studio (=&
Fle Adion Vew Help

+= [ 2mEm

[T Console Root 5 Actions
I = & Citrix Studio (x07) CITRIX Server Group o
1D Search

Machine Catalogs dd Server

é Ej::ry Groups Server Group Change Base LRL

% Logaing vien
B Configuation Group Details
& Aduiristrators g refresh

g Contrallers Base URL: http://xd7.aladdin local/ H ren

= Hosting Number of servers: 1

o Licensing

D1 storeFront

[y App- Publishing
= 8§ Citrix StoreFront
Server Group

uthentication Change Base URL

tores
Receiver for Web

% Metscaler Gateway
P Bsacons

Change Base URL

Madify the base URL for services hosted on this depleyment, For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: [ ntipdsiaramadniocs ]

o]

Kl I3

\Change the base URL of the server group.

I I [
e | & & (ST [mleE o ane

Puc. 39 — OkHo «Change Base URL»
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Haxkmute OK.

MepeiauTe Ha BKNaaky Stores (puc. 40).

[_[=]x
Console Root . Actions
B §8 Citrix Studio (D7) CITRIX
£ search *
% Machine Catalogs Acvertiseq | Store URL Create Store
Delvery Groups | hitp://xd7 aladdinoca/Citrx/Store: Export Muli-Store Provisiring Fie
view »
2 > Canfiguration
@
£ Administrators G Refresh
% Cortrolers Heb
= Hosting
| g
[ o e sre
. Store Service
=28 Manage Delivery Controllers
P— Enable Remts Access
Wanage Citrx Recefver Lipdates
q Adverticed:  Yes Integrate with Ceri Online:
38 NetScalor Gateray URL: http://xd7.aladdin.local/Citrix/Store
¥ Beacons Export Provisioning File
Configure Legacy Support
Status Generate Secuity Keys
Remove Store
A\ Service using HTTP not HTTPS
Help
I |

B [ [
|oaed| B & [ [ Pul] = 8 o

Puc. 40 — BKknagka «Stores»

Bbibepute nyHKT Manage Delivery Controllers.

V1.4
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B oTKpbIBLWEMCA OKHe HaxkmuTe Edit (puc. 41).

I Manage Delivery Controllers

Manage Delivery Controllers

Specify the delivery controllers and servers for this store.

Delivery controllers:

Mame | Type | Servers
XD7 XenDesktop xd/.aladdin.local
ado. || Eat. || Remove

Puc. 41 — OKHo «Manage Delivery Controllers»

B none Transport type 3ameHute HTTP Ha HTTPS (puc. 42; puc. 43).

I Edit Delivery Controller

Display name: ‘ XO7 |
Type: 8) ¥enDesktop
Kendpp
AppController
VDI-in-a-Box
Servers wd7.aladdin.local Fs
{in failower arder): _
Add.. dit... Remaove

Puc. 42 — OkHo «Edit Delivery Controller» c 3HaueHnem HTTP
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I Edit Delivery Controller

Display name: ‘ XO7 |
Type: ®) ¥enDesktop
Kendpp
AppController
WDIl-in-a-Box
Servers wd7.aladdin.local N
(in failover order): -
Add.. Edit Remove

Transport type: HTTPS -

Puc. 43 — OkHo «Edit Delivery Controller» c 3HaueHnem HTTPS
Haxkmute OK.

Y6eguTtecsb, 4To B nose Status nossuaocb 3HaueHue Service using HTTPS (puc. 44).

E!E BHUMaHue: Mocne npMmeHeHWe HacTpoek HeobXxoaMMO BbINONHUTL Nepe3arpysky cepsepa c MO Citrix

XenDesktop

[15]x]

e —

Create ore

= achine Cataogs
5 Delvers Groups Export Mub-Stara rovisining Fie
B Poie

# vogorg - »
= & Configration

& Adnristrators G Rafrash

B ter
it e Pikkien | syore Sarvice e
5 B Qi arerrone Manage Deivery Cortrolers
B Seonr Grop
- Footnindl e Erable Remcte Access
Stoes Manage i Recerver Lidstes
Recaive or eb

Adbvertisedt

Yes Integrate with Chrix Oniine
URL: hittps://fxd] aladdin ocal/Citrix/Store

5 netscder Gataway

¥ Beacors Expart Proviscring Fl.

Configre Legacy Suppart

e ]

[ [
el & B [8S [ E B .
Puc. 44 — 3HaueHune nonsa Status
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2.4. HacTtponKka XML-3anpocos

[ ]
anaaanr)” CITRIX
[ ]

Heobxoammo paspewmntb XML-3anpochkl K cepBepy ¢ yctaHoBneHHbIM M0 Citrix XenDesktop. Ans aToro
BbINOMIHUTE CAeaytoLLme AENCTBUS.

Ha cepsepe c ycraHoBneHHbIM MO Citrix XenDesktop oTkpoiiTe kKomaHgHyto cTpoky Windows PowerShell (puc.
45).

1€ Trtermet Explorer (64-bit)

& Trtermet Explorer

) windows Update
Accessoties

administrative Tooks

i
i

1 ditix
|| Mainterance
i

Microsoft SQL Server 2008

| Microsoft SQL Server 2012
| startp

< Back

| Remcts Desktop Servicas
(2 G S

A Computer Management
= Data Sources (ODBC)
AR 4] Event Viewer

o &5 Internek Information Services (115) Manager
g: & i5CST Intiator

5 Local Security Policy

Administrator (%) Performance Monitor

S Security Configuration Wizard
Documents =k, Server Manager

< services
Computer

2] Share and Storage Management
Storage Explorer

Hetwork 2 sterage Bl

System Configuration

(1) Task scheduer

W Windows Firewal with Advanced Security

Control Panel

I 10 Windows Server Backup

Help and Support:

Run...

Windows Security

| seatch programs and files

Logoff |

A a 58|

05 PM
RU|| &
s b e

Puc. 45 — MyTb K KOomaHAHoM cTpoke « Windows PowerShell»
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B OTKprBLLIEﬁCﬂ KOMaH,D,HOﬁ CTPOKeE BbINOJ/IHUTE KOMaHAY:

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true (puc. 46)

PowerShell
ht <G> 288% Microsoft Corporation. All rights

1 cannot he loaded
g 1s.

see 'ge
odules \WebAdministration\HebAdnini!
see “get—help about_signin

SentToTheXmlServicePort Strue_

Puc. 46 — KomaHaa cTtpoka «Windows PowerShell»
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2.5. HacTpouKa MK nonb3osaTenAa

MokntounTecs K MK nonb3osatensa. OtkponTe MO Citrix Receiver 1 gobaBbTe CTPOKY NOAKAOYEHMA K CepBepy, C
ony6AnKoBaHHbIMKW pabourmu cTonamm U/vam npunoxkeHmamm (puc. 47).

Citrix Receiver™

BeeawTe ceoli paGounii agpec 3neKTPOHHOM
nouTkl AW aApec cepeepa.

https:f.-"xd?.aladdin.lu:ucal.-"citrix-"sturel

Ecav goBagnaTe YYETHYH 3aNKCE HE HY#HO, HA%MWUTE KHOMKY
“OTmeHa”, YTobel 4oBAENTE YHETHYD 3aNKMCE MOIHE, ZJaMYCTUTE
Citrix Receiver W BeiGepWTe pasgen YYeTHeIe 3anucn’

Puc. 47 — OobasneHune agepca cepsepa B N0 Citrix Receiver

E!E [Ons obecneyeHna KoppeKkTHOM paboTbl, Heobxoaumo uTobbl agpec cepsepa c MO Citrix StoreFront 6bin

fobasneH B poBepeHHble(Trusted) nnun nokanbHbie(Local Intranet) caitTbl B Mcnosibsyemom bpaysepe. B HacTpoiikax
YpPOBHA 6€30MacHOCTU A/1A KaXKA0ro U3 BapMaHTOB HEO6X0AMMO ybeamTca, YTo BK/IOUEHA HacTpolika Automatic logon
with the current user name and password. PekomeHayeTca ucnonbsosatb 6paysep — Internet Explorer 9.0 1 Bbiwe.
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Ecnv appec cepBepa yKasaH BEPHO, @ CMapT-KapTa ¢ cepTudurKaTom noakatoveHa K USB-nopty MK
noJib30BaTeNsA, OTKPOETCA OKHO ¢ 3anpocom PIN-kKoga nonb3oBatens (puc. 48).

A

Komnetore)

Citrix Receiver

Wms nonszosatens:  testXD@aladdin.local

PIN-kog: [

£ Bezonactioe coegurenne

pzuHa

— . ]
: y 18:04

RU & o e
O %3 000

Puc. 48 — MO Citrix Receiver: 3anpoc PIN-Koaa ana cmapT-KapTbl N0Ab30BaTeNA

BeeguTe PIN-Koa nonb3oBatens (puc. 49).

Fima nonezoeatenn:  testXDi@aladdin.local

PIM-kop; |oo--oo---o|

[ Bxog l[ OtmeHa

ﬂ BezonacHoe COEQHHEHKNE

Puc. 49 — Beop PIN-koga nonb3oBaTensa
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MoaKntoueHue K cepBepy NpuaoKeHnn (puc. 50).

Moakniouenne...

r e TR 18:04

RU o oy mg ®
0 P D pipa0rs

Puc. 50 — MoaKkntoyeHUe K cepBepy NPUNOKEHUN

Mocne NoAKNOUYEHUA OTKPOWiTe BKNaAKY Bce npunoxkeHua. OTobpasaTca A0CTynHbIe NPUAOKeHUA 1 paboune
CTONbI.
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B HacTosiwem npumepe Bblbepute Win7x32 (puc. 51).

Citrix Receiver testxp » | Q

Bce NPUIOXKeHNA

Puc. 51 — CnncoK AOCTYMNHbIX NPUNOKEHUN

Ons Bxoga B OC Windows Ha BUpTyanbHOM MallMHe Heobxoaummo BeecTu PIN-Kog Ha KitoueBon HoCUTe b
nosb3osatens (puc. 52).

=

Ceephyteece  Cirl+Alt+Del bakpaH  OTKNHOYATE

Puc. 52 — AyteHTUdMKaUMA N0 CMapT-KapTe Ha yaaseHHoOM paboyem ctone
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AyTeHTUdMKauma npoLuna ycnewHo (puc. 53).

Puc. 53 — YcnelwHasa ayTeHTUGUKALMA MO CMapT-KapTe B yAaseHHoM paboyem cTosie
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3. HacTponKa CKBO3HOWM ayTeHTUPUKaLnm
NoO CMapT-KapTe

3.1. NopAagok HacTpounKkm Single Sing-On npu
ayTeHTUPUKaUUM NO CMaApT-KapTe Npu
ncnonb3sosaHum NO XenDesktop 7

‘,_"/‘\l BHuMmaHue: Jna KoppeKTHOM paboTbl CKBO3HOM ayTeHTUPMKaLMKM No cMapT-KapTam HeobxoanMmo, 4Tobbl

KOHeYHoe yCcTpoicTBO nonb3osaTtens (MK nonb3osatens) 6bin10 A06aBNEHO B AOMEH, B KOTOPOM Haxo4ATCA
MHPACTPYKTYpHble cepBepbl ¢ ycTaHoBaeHHbIM MO Citrix XenDesktop 7 (Delivery Controller, StoreFront v 74.) unu,
NpU NCNONIb30BaAHNU HECKO/IbKMUX AOMEHOB, MeX4y AOMeHaMU 6binn HaACTpOeHbl AoBepUTE/IbHblE OTHOLWIEHNA.

Hactpolika Single Sign-on (SSO) anna ayteHTMdMKaLMmM No cMapT-KapTe npu ncnosb3osaHuu MO XenDesktop?7
COCTOMT U3 C/IeAyIOLLMX 3TAMNOoB:

1. Cospanwe kaTanora BUpTyanbHbix MaLmH (cTp. 4).

7. CospaHue rpynnbl nofb3oBaTeneit BUPTyasbHbIX MalmH (cTp. 10).

3. YcraHoska MO Citrix Receiver 4.0 1 Bbiwe Ha MK nonbsosatens (ctp. 39).

/L Hacrpoiika nonnTuk ayteHTudukaumm Mo Citrix XenDesktop (ctp. 40).

5. Bbinyck ceptudmrara gaa IS n Hactpoiika SSL goctyna k IIS (ctp. 19 m 23).

6_ Hactpoiika XML-3anpocoB K cepBepy, ¢ ycTaHoBaeHHbIM M0 XenDesktop 7 (cTp. 32).

/. Hactpoiika MO Citrix StoreFront 2.1 ana BkAtoYeHna SSO Npy ayTeHTUOMKALMM NO CMapT-
KapTam (cTp. 42).

&, Hacrpoiika MKnonb3osatens (cTp. 34).

3.2. YctaHoBKa n HacTpomnka MO Citrix Receiver 4.0
anAa srAto4eHMA SSO Npu ayTeHTUPUKaumm no
CMapT-KapTaMm.

[na HacTpoiKu cKkBO3HOM ayTeHTUdMKaL MM No cMapT-KapTam Ha Citrix Receiver 4.0 Heob6xoa1MMO BbINOAHUTD
yctaHoBKy Citrix Receiver 4.0 ¢ gononHuTeNbHbIMM NapameTpamu. YctaHoBKa Citrix Receiver 4.0 BbinoaHAeTCA
13 KOMAHAHOM CTPOKM:
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1. HaNK nonb3osaTens sanyctute yTMANUTY KOMaHAHOW cTpoku CMD ¢ npaBamMu aAMUHM-
cTpaTtopa.

7). BKOMaHAHOi CTPOKe yKa3aTb NyTb K paiiny ycTaHosLmKa Citrix Receiver 4.0 u 1ononHu-
TEeNbHO YKa3aTb NapameTpbl 1A BrAoveHna SSO:

/includeSSON AM SMARTCARDPINENTRY=CSP.
MNpumep:

C:\Distr\CitrixReceiver.exe /includeSSON AM SMARTCARDPINENTRY=CSP

3 . Joxantecb okoHYaHusA yctaHoBkM MO Citrix Receiver 4.0 u nepesarpysuTte NK
nosib3osaTens.

4, Mocne nepesarpysku MK nonb3oBaTena NposepbTe, YTO B UCNOAHAEMbIX NpoLeccax (Task
Manager/Processes) NpucyTCBYeT NPOLLECC SSONsrv.exe.

5. BbinoaHWTe HacTpoiKy NOAUTUK ayTeHTUdMKaumm ans MO Citrix XenDesktop, koTopbie
6yayT NnpumeHATbcA Ha cepBepbl Citrix M ycTpoicTBa Nosb3oBaTe ieN, Kak ONMCaHo B
pasgene 3.3.

‘,_"Ji MoapobHyto MHbOPMALMIO ANA HACTPOMKM ayTeHTUPMKALMM NO CMAPT-KAaPTam MOXKHO HAWTU Ha caliTe

3/1IEKTPOHHOM JOKYMEHTALMK: http://support.citrix.com/proddocs/topic/receiver-windows-40/receiver-windows-smart-card-

cfg.html. lna HacTPOMKM NapameTpoB CKBO3HOM ayTeHTUdUKALNM HeOBX0A4MMO 06PaTUTb BHUMAHKUE Ha caegytolimne
pasgensi: To enable single sign-on for smart card authentication, To use CSP PIN prompts.

3.3. HacTponKa nonntuk ayteHtudunkauymm gna Mo
Citrix XenDesktop

HacTpoiKy NoAnTUK peKoMeHAYEeTCA BbINONHATL Yepes rpynnoBble NOJMTUKK CyKObl KaTanora Active
Directory. TaK:Ke HaCTPOMKy MOHO OCYLLECTBUTb U3 OCHACTKM YMPaBAEHUA IOKAIbHbIMM MOJUTUKAMM.

Ana HaCTDOﬁKM rpynnoBbIX NOJINTUKAU HeO6XO,CI,VIMO BbIMOJ/IHUTb CNheayrolWyto NoC1en0BaTeIbHOCTb lEI,EI‘/JICTBI/II\/'I:

1. B wabnoHbl rpynnoBbIx NOAUTUK cy»6bl KaTanora Active Directory nmnopTupyiite wab-
noH nonutuk Citrix ADM Template (Add Template B ocHacTKe ynpaBaeHus rpynnosbiMu
NONUTUKAMM).

‘,_"Ji\_ LLIa610H NOAUTUK MOXKHO HATK B Nanke yctaHoBKK KaneHTa MO Citrix Receiver: C:\Program Files

(x86)\Citrix\ICA Client\Configuration\icaclient.adm.

) . CospaiiTe NOAUTUKY (MM OTPEAAKTMPYIATE MMEIOLLYIOCA) U BK/IIOUUTE CKBO3HYIO ayTeH-
TMPMKALMIO MO CMApPT KapTam.

3. Otkpoiite pasgen Computer Configuration -> Policies -> Administrative templates ->
Classic -> Citrix Components -> Citrix receiver -> User Authentication.
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4.

® :
AnaapnH)” CITRIX"
@

BblbepuTe HacTpoiiky Smart Card Authentication n BkatounTe napameTpsbl «Allow smart

card authentication» n «Use pass-through authentication for PIN». Boibepute HacTpoinky
Local User Name and Password 1 Bkntounte napameTpbl «Enable pass-through authenti-
cation» n «Allow pass-through authentication for all ICA connections» (puc. 54; puc. 55).

E!E MoapobHoW MHPopMauma AOCTyNHa Ha caiiTe — http://support.citrix.com/proddocs/topic/ica-settings/ica-settings-

wrapper.html

= il Computer Configuration
=l [ Policies
| Software Settings
| windows Settings
=
_| Control Panel
| Mebwark.
~| Printers
| System
| Windows Components
=[] Classic Administrative Ter
Bl 1 Citrix Components
= [ | Citrix Receiver
| Storefront
| Metwork rout
| User authent
~| Remating clie
| User experier
| Client Engine
| Mulki-Strearn
{2 Al Settings
| Preferences
[ 4 User Configuration
~| Palicies
| Preferences
K I—

= Default Domain Palicy [AD.CTX12.LAE, COM] Py B User authentication

Setting

Smart card authentication
a 2] Smart card authertication
~| Administrative Templates: Po ,‘:!Smart card authentication

E‘ Srnart card authentication

Frevious Setting | Mext Setting

Mot Configured Comment:
& Enabled
I~ Disabled

Supported on
Options:

Help:

¥ Allow smart card authentication

[V Use pass-through authentication for PIN

Use this policy to control how the client uses s
o the client device,

When enabled, this policy allows the remote se
smart cards attached to the client device for auf
other purposes.

‘ithen disabled, the server cannot access smart
the client device

Puc. 54 — Hactpolika rpynnoBsbix nonamtmuk AD ans SSO

File Action Yiew Help

5 FHnl= =T
_: Default Domain Policy [AD.CTX12.LAE. Ct
= A Computer Configuration
=[] Policies
| Software Settings
| windows Settings
| Administrative Templates: Pc
| Control Panel
| Metwork
_| Printers
| System
_| Windows Components
= | Classic Administrative Te
= [ ] Cikrix Components
[= [ Citrix Receiver
~| Starefront
Metwork rout
~| User authent
| Remating clie
| User experie
| Client Engine
| Multi-Stream
2 8l Settings
| Preferences
= 4k, User Configuration
| Policies
| Preferences

< |

HLocal user name and password

[5] Local user name and passward

Previous Setting | Mext Setting

' Mot Configured  COmment:
% Enabled
" Disabled

Supported an:
Options:

Help:

[¥ Enable pass-through authentication

¥ Allow pass-through authentication for all ICA
connections

[T Use Mowell Directory Server credentials

Use this policy to instruct the client to use the sa
credentials (pass-through authentication) for th
server as the client computer,

When this policy is enabled, the client can be pr
using the current user's logon credentials to autl
rernote server by clearing the “|HgEl rou
au il check box

The client imposes certain restrictions specifying
through authentication can occur (for details, se
hitp:/fsupport.citriz.com/proddocsf. If these re
strict for your environment, select the "Allow pa
authentication for all ICA connections” check bo
pass-through authentication restrictions,

Puc. 55 — HacTpoliika rpynnoBbix NOAUTUK CAy»Kbbl KaTanora AD gna SSO
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3.4. Hactponka MO Citrix StoreFront 2.1 gnA
BKNOYEHUA CKBO3HOW ayTeHTUPUKALNM NO CMApPT-
KapTaMm.

& BHumaHwue: Mpu pabote ¢ NO Citrix StoreFront 8 MHOrocepsepHbIX YyCTaHOBKaX, UCMO/b3YHTe TOIbKO OAUH
cepBep Npu BHECEHWA U3MEHEHWI B HACTPOMKK. YbeauTech, 4TO KOHCOob ynpasnenua Citrix StoreFront He
BbINOJIHAETCA HA APYrom(1x) cepsepax, AaHHOW cepBepHOW rpynmnbl. Mocne 3aBepLUeHUs KOHPUTYPUPOBaHHUA,
ybeanTech UTO M3MEHEHWUA NPUMEHUIUCH Ha BCe CepBepbl rpynnbl (propagate your configuration changes to the

server group).

Ons HacTpoiiku MO Citrix StoreFront ana pa6otbl SSO npu ayTeHTUdMKaALMM NO CMaPT-KapTam Heobxoanmo
BbIMOJIHUTL Ceaylolme AeNCTBUA Ha cepBepe ¢ ycTaHosneHHbIm MO Citrix StoreFront:

1. BbinonHuTe NnepsoHauanbHyo HacTpoiky MO Citrix StoreFront 2.1 cornacHo pasgeny —
Hactpolika Citrix StoreFront (cTp. 24).

7). B pasgene Add/Remove Authentication Methods no6aebTe meToa ayTeHTUdUKaLMH
Domain pass-through (puc. 56).

Addf/Remove Methods

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

[+*] User name and password
[+# Domain pass-through
[+ Smart card

Pass-through from MetScaler Gateway

Puc. 56 — HacTpolika meTtoga ayTeHTUPUKaALUK

3. [na BKNIOYEHMA CKBO3HOW ayTEHTM(OMKALIMM C UCNOb30BaHMEM CMapT-KapT Heobxoau-
MO BHECTW LOMOSIHUTENIbHbIE U3MEHEHWA B KOHOUTYpaLmio. 1A 3TOro oTpesakTupyinTe
default.ica, gns kaxkgoro MO Citrix Store, rae TpebyeTca ckBO3HaA ayTeHTUDMKaLMSA No
CMapT-KapTam.

/. Wcnonb3ysa TEKCTOBbIN peakTop, OTKpoiiTe daiin default.ica, koTopbiii HaxoauTca B
nanke:

C:\inetpub\wwwroot\Citrix\storename\App Datal\.

5. Ecau B undpactpyKType He ncnonbayetcs ayTeHTudmKauma yepes NetScaler Gateway, To
nob6aBbTe cneayowmin napameTpbl
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[Application]: DisableCtrlAltDel=0ff.

[aHHaA HacTpoiKa byaeT NpMMeHATbCA A5 BCEX MOJIb30BaTeNeN.

6. [na BkNloYEHMA CKBO3HOW ayTEHTMOMKALIMM NO CMapT-KapTam C MCMO/b30BaHUEM
NetScaler Gateway, gobasbTe cnegyowuii napameTp:

[Application]: UseLocalUserAndPassword=0n.

f”l MNoapobHaa MHPopmauma AOCTYNHa Ha caitTe: http://support.citrix.com/proddocs/topic/dws-storefront-21/dws-

configure-conf-smartcard.html.

/. BbINoAHWTe HAacTPOMKy Mo/ab3oBaTeNs cornacHo pasgeny — Hactpolika MK nonb3osarte-
na (cm. pasgen 2.5). MpoBepuTb, YTO BXOA, Ha BUPTYa/IbHYIO MaLLIMHY NO/b30BaTeNs Bbl-
nosHAeTCcA ycnelHo. NMposepuTtb, Y4To nNocne Bxoaa Ha MK nonb3sosaTtens (nNo cmapT-KapTe
WK No Naponto) 6osblie He NOABASETCA OKHO 3anpoca yYeTHbIX AaHHbIX uan PIN-koaa
npu goctyne K StoreFront nan/u K BUpTYanbHOM MallMHe Nob30BaTens.
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CNNCOK COKpaLLeHnn

OC — onepaunoHHasa cUCTema;

MO — nporpammHoe obecneyeHue;

MK — nepcoHanbHbI KOMNbOTEP;

AD — active directory;

CA — certification authority;

CMD — command line interpreter;

DC — domain controller;

JC — JaCarta;

MS CA — microsoft certification authority;
HTTP — hyper text transfer protocol;
HTTPS — hyper text transfer protocol secure;
IIS — internet information services;

OU — organizational unit;

PIN — personal identification number;

PKI — public key infrastructure;

SSL — secure sockets layer;

SSO — single sign-on;

XML — eXtensible markup language.
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JINCT perncTtpaunm naMmeHeHun

Tabn. 1 — Perncrpauma nsamMeHeHnn

Bepcua aokymeHTa

1.0
11
1.2
13

14
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dakc: +7 (495) 646-64-40
aladdin@aladdin-rd.ru
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N3meHeHuns

McxopHan Bepcus AOKYMEHTa.
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BnazenbLem ToBapHbIX 3Hakos AnaaauH, Aladdin, JaCarta, n0roTMNOB 1 NpaBooBnaAaTENEM UCKNIOUMTENbHBIX NPAB HA UX AM33iiH M UCNONb30BaHME, NAaTEHTOB Ha COOTBETCTBYIO-
wpe NpoayKTbl anRetca 3A0 «Anapant P. [1.».

Bnagenbuem ToapHbix 3Hakos Apple, iPad, iPhone, Mac 0S, OS X senaerca kopnopauua Apple Inc. Bnagenbuem TosapHoro 3Haka 10S sgnsetca komnaHua Cisco
(Cisco Systems, Inc). BragenbLiem ToapHoro 3Haka Windows Vista u ap. — kopnopauus Microsoft (Microsoft Corporation). Ha3gaHua Npounx TeXHONOMiA, NPOAYKTOB, KOMNaHMiA,

YNOMMUHAIOLUXCA B LAHHOM AOKYMEHTE, MOTYT AB/ATLCA TOBAPHBIMU 3HAaKaMM CBOMX 3aKOHHBIX BNIaJE/bLEB.

Nuuensun CTIK Poccum Ne 0037 v Ne 0054 ot 18.02.03 (6eccpouro), Ne 2874 ot 18.05.12 Microsoft Silver OEM Hardware Partner, Oracle Gold Partner, Apple Developer

Juuensna ®CB Poccum Ne 12632 H ot 20.12.12 Ceptudukat cootetcteua CMK FOCT P MCO 9001-2011
’{ﬂ\ PP

N~
@& Developer  Microsot Partner

(OEM Hardware proyd )

© 1995-2014, 3A0 «AnagauH P. [.»

Bce Npasa 3auwiueHb!



