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AHHOTAaUMUA

B HacToAWweM AOKYMEHTe pacCMaTPMBAETCA HAaCTPOWKA ayTEHTUPUKALMM NO SNEKTPOHHBIM Ko4am
JaCartaPKIls ceccuto RemoteDesktopServices.Hactosaa MHCTPYKLMA NpeanoaaraeT Haanuune
pa3BépHyToM MHPpacTpyKTypbl PKIHa 6a3e ueHTpa ceptudmnkaumnmMicrosoftn He coaepRut nHbopmauum
no eé HacTpoiike.

HacTtoAwmnin AOKYMEHT, BKNtOYaA NoAB0P 1 pacnosioKeHne UANKCTPALUIA U MaTepuanos B HEM, ABNAETCA OOBEKTOM aBTOPCKMX NpaB U OXxpaHAeTca

B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit Peaepaumn. Obnagatenem UCKAUUTENBHBIX aBTOPCKUX U MMYLLECTBEHHbIX NPaB ABNAETCA

3A0 "AnapavH P.A.". Mcnonb3oBaHWe 3TUX MaTepuanos NtobbiM cnocobom 6e3 NMCbMEHHOTO pa3peLleHuns NpaBoobaaaaTena 3anpeLeHo Y MOXKeT NoBaeYb
OTBETCTBEHHOCTb, MPeAYCMOTPEHHYIO 3aKOHO4aTeNbCTBOM Pd.

NHbopmauma, npuseaEHHan B JaHHOM JOKYMeHTe, NpefHasHavyeHa UCKIIOUYUTENBHO AJ1f 03HAKOMIEHUA U He ABAAETCA ucyepnbiBatoLiei. CocTaB NpoayKToB,
KOMMOHEHT, UX QYHKLIMK, XapaKTEPUCTUKM, BEPCUM, AOCTYNHOCTb U NP. MOTYT 6biTb U3MEHeHbl Komnanueit "Anagavi P.A." 6e3 npeasaputensHoro
yBeAoMaeHuA. Bce yKasaHHble AaHHbIe O XapaKTePUCTUKaX MPOAYKTOB OCHOBAHbI HA MEXAYHAPOAHbIX UM POCCUIACKUX CTaHAapTax U pesynbTatax
TECTUPOBAHUA, NOYHEHHbIX B HE3AaBUCUMbIX TECTOBbIX UM CEPTUPUKALMOHHBIX NabopaTopuax, 60 Ha NPUHATLIX B KOMNAHUM MeToAMKax. B agaHHOM
AOKYMeHTe Komnanua "AnagaunH P.[." He npeAocTaBNAeT HUKAKUX HU ABHBIX, HW NOAPA3yMeBaeMblX rapaHTU.

Bnasenbuem ToBapHbIx 3HakoB AnaaauH, Aladdin, JaCarta, norotunos u npasoobnagatenem UCKIUUTE/IbHBIX NPaB Ha UX AM3aiH U UCNO/b30BaHKe,
NaTeHTOB Ha COOTBETCTBYIOLME NPoAyKTbl anaetca 3A0 "Anagaud P.A4.".

Bnagensblem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauusa Applelnc. Bnagenbuem ToBapHoro 3Haka |0S aaseTca KomnaHua
Cisco (CiscoSystems, Inc). Bnagenbuem ToBapHoro 3Haka WindowsVista n ap. — kopnopauusa Microsoft (MicrosoftCorporation). HazsaHus npoynx TeXHONOMUIA,
NPOAYKTOB, KOMMAHWM, YNOMUHAIOLWMXCA B LAHHOM [OKYMEHTE, MOTYT ABNATHCA TOBAPHBIMU 3HAKaMM CBOUX 3aKOHHbIX B1aJeNbLIEB.

CsepaeHuA, NnpuBeAEHHbIE B JAHHOM AOKYMEHTE, aKTya lbHbl Ha AaTy ero nybankauum.

Mpu NepeneyaTke MU UCMOL30BAHUN AAHHbIX MaTepuanos Mbo Ntoboi ux YacTu cebinku Ha 3A0 "AnapavH P.[." obasaTtenbHbl.

© 3A0 "AnagauH P.[1.", 1995-2017. Bce npaBa 3aLLMLLEHbI.
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OnucaHne aemMo-cTeHAa

CepBepHaA 4acTb

e MicrosoftWindowsServer 2012 R2 —cepBepcpobloKoHTposiepagomeHa (DomainController)
nueHtpaceptudmkaumm (CertificationAuthority).

e Microsoft Windows Server 2012 R2 —cepBepcponbtocny:k6TepmuHanos(Remote Desktop
Services).

PelwweHre moxeT 6bITb pa3BEPHYTO B pamKax itoboi Bepcum cospemeHHoroMicrosoftWindowsServer
(2003, 2008, 2012, 2016), HacToALLMIA NpUMepP onucbiBaeT paboTy ¢ Server 2012 R2. B MUHMMaNbHOM
KOHUrypauum TpebyeTca oaMH cepBep, Ha KOTOPOM MOTYT 6bITb YCTaHOBAEHbI CPa3y BCE POAN —
KOHTposinep aomeHa (ActiveDirectory), ueHTp ceptudmraumm (CertificationAuthority) u cam TepmmnHanbHbIN
cepeep (RemoteDesktopServices).

& Ha Kaxkpom cepBepe fo/KeH b6biTb ycTaHOB/IEH HAabop ApaliBepoB U YTUAUT yNPaBAEHUs 3NEKTPOHHbIMU Kntodamm JaCartaPKI:
JC-Client 6.32 u Bbiwe unn "EauHbii KnmeHT JaCarta" 2.10m Bbiwwe.

KnneHTCcKana 4yactb
e MicrosoftWindows 7x64—Knonb3osatensaNe 1

o MicrosoftWindows10x64 —MNKnonb3osaTtena Ne 2

Co cTOopOHbI KNMeHTa ncnonb3ytotea asa MK ana oagHoBpemMeHHOM ayTeHTUdMKaLMK ABYyX Nob30BaTenen.
Knunentckoit OC moxKeT BbicTynaTtb Atoboi Windows, Linux nnu cneunanmsmpoBaHHan NpoLlmnBKa
yCTpoicTBa, cnocobHana paboTtatb cnpoTtokonom RDPu cmapT-KapTamu.

&Ha Ka)KA,0M KNMEHTE J0MXKeH 6biTb ycTaHOBNEH Habop ApaiBEpPOB M YTUAUT yNpaBAeHUa 31eKTPOHHbIMK Katouamu JaCartaPKI: JC-
Client 6.32 v Bbiwe nuan "EguHblit KnneHT JaCarta" 2.10m Bbiwe.

X0 HaCTPOWMKMK

HacTosAwan MHCTPYKUMA He pacCMaTPMBaET X0, HaCTPOMKKN KOHTPO/I/Iepa lOMeHa, LeHTpa cepTudurKaumm n
YCTAHOBKM pAliBePOB U YTUAUT YNPaBAeHUAINEKTPOHHbIMK Katodamm JaCarta. a8 nonyyeHus cnpasku no
3TMM BOMpPOCam caeayeT 06paTUTLCA K CNefyoLWMM UCTOYHMKAM:

e pokymeHTauma no WindowsServer Bepcun, COOTBETCTBYHOLLEN YCTAHOBAEHHOM, AA HACTPOUKUPOAU
JOMEH KOHTpO/epa;

e "JaCartapgns Windows,pyKoBoACTBO NO BHeApPeHUI" A0 HAaCTPOMKK LLeHTpa cepTuduKkaummn n
ayTeHTMdMKALMM No cMmapT-KapTam 1 USB-ToKkeHam;

e "JC-Client,pykoBoactBo agmuHuctpaTopa" nam "Eamubiii Knuent JaCarta,pykoBoAcTBO
aaMUHUCTpaTOpa" ANA YCTAaHOBKM M HACTPOIKM ApaiBEPOB U YTUAUT YNPaBAEHUA 3NEKTPOHHbIMU
Kntoyamm JaCarta.
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HacTtponka CepBepa TepMUHAN0B

Ha cepsepe c ponbto RemoteDesktopServicesHeobxoanMMO BbINOAHUTL Cneaytolme AeAcTBUA.

LLIENKHUTE NpaBol KHOMKOW MeHto MycK, B OTKPbIBLUEMCA OKHE WENKHUTE System (Cuctema).

Programs and Features
Power Options
Event Viewer

System

Device Manager

Metwork Connections

Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

T .= Windows Server 2012 R2

Control Panel

File Explorer

Search

Run Windo rer 2012 R2 Datacenter
Shut down or sign out Build 9600

Desktop
- ]
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B oTob6pa3mBLIEMCA OKHE, B IeBOM YacTu, BbibepuTe RemoteSettings (Hactpoiika yganéHHoro gocrtyna).

System

1 (B » Control Panel » All Control Panel ltems » System v G| | Search Control Panel

Control Panel Home . . .
View basic information about your computer

% Device Manager Windows edition
f | Remote settings Windows Server 2012 R2 Datacenter
J Advanced system settings © 2013 Microsoft Corporation. All rights == WlndOWS Sel"\.fer°2012 R2
reserved. ™
System

Processor: Intel(R) Core(TM]) i7-2600 CPU @ 3.40GHz 3.40 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor

Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and werkgroup settings

Computer name: 5 B Change settings

Full computer name: TS.allocal
Computer description:

Domain: al.local

Windows activation

Windows is not activated. Read the Microsoft Software License Terms
See also

X Product ID: 00253-50000-00000-AA442 HActivate Windows
Action Center

Windows Update
tacenter

Build 9600
= T S

B HacTpoiKax yaanéHoro 4ocTyna paspeLwmnTe yaanéHHoe noantoHeHme.

-&Onu,MOHaano MOKHO BK/HOUUTL/OTK/IHOMUTL MPOBEPKY Ha ypoBHU ceTv (NLA). He Bce RDP-KAMEHTbI MMEIOT NMOAAEPMHKY
NLA,Hanpumep, aedpontHbIMRDP-kaneHT B OC WindowsXPHe noaaeprkusaet NLA.
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W C,| | Search Control Panel o |

e

System Properties

Computer Name I Hardware I Advanced | Remote |

out your computer
Remote Assistance

Allow Remote Assistance connections to this computer

enter

anigns  mmm Windows Server2012 R2

Remote Deskiop kel(R) Core(TM) i7-2600 CPU @ 3.40GHz 340 GHz
D0 GB
Ch ion. and th ify wh ct.
oose an option. and then specy who can conne -bit Operating System, x64-based processor
() Don't allow remote connections to this computer b Pen or Touch Input is available for this Display
(®) Allow remote connections to this computer kgroup settings
Allow connections only from computers running Remote '&'Change settings
Desktop with Network Level Authentication (recommended) allocal
Help me choose Select Users...
local
ok || cancel || Apsly
d the Microsoft Software License Terms
€€ also
X Product ID: 00253-50000-00000-AA442 HActivate Windows
Action Center o
Windows Update
tacenter
Build 9600
] i : —> p 2:56 PM
by = e o N < B

Hasxkmute Select User... (Bbi6paTb nonb3oBaTeneid...)M ykaxxuTe nosib3osaTesiein Uau uenble rpynnbl
nonb3osatenei n3 AD, KoTopbiMm ByaeT paspelwéH goctyn K cayxbe RemoteDesktopServices.

B oTKpbiBlwEemca okHe RemoteDesktopUser (Monb3oBaTtenu yganéHHoro pabouero ctona) Haxkmute Add...

(Ao6aButhb...)
Remote Desktop Users _

The users listed below can connect to this computer, and army members of
the Administrators group can connect even if they are not listed.

ALAdministrator already has access.

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

oK | | Cancel |

OTobpasuntca meHto SelectUsersorGroups (Bbi6op: "Monb3osatenn" uam "Mpynnbi").B none
Fromthislocation (B cneaytowem mecre) 401KHO 0ToBpaXkaTbea UMA Bawero aomeHa. [lanee Beeaute
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MM#A NO/NIb30BATENA UAN UMA FPYNIbl, MOXHO HEMOAHOCTbO U HaxkmuTe CheckNames (MpoBeputb MmeHa).
Cuctema NpeasioKMT MNOJIHbIN CMCOK COOTBETCTBUN MMEH A/19 BBEAEHHOIO 3HAaYEHUA.

System Properties v & | | Search Control Panel »r |

7]
Computer Name I Hardware I Advanced | Remote | out your computer

Remote Desktop Users 7| x

Select Users or Groups Enter
Select this object type: All rights == WW| n d OWS Sel”\.fe r°201 2 R2

|Users or Groups ‘ | Object Types... ‘

From this location:

[altocal | [ Locations.. | | Fel(R) Core(TV) i7-2600 CPU @ 3.40GHz 3.40 GHz

Erterthe object names to select (examples): 0GB

vl Check Names -bit Operating System, x64-based processor

Pen or Touch Input is available for this Display

kgroup settings

B Change settings

| | Cancel |

[ Coneel [ ooy |
d the Microsoft Software License Terms
SEE also
X Product ID: 00253-50000-00000-AA442 HActivate Windows
Action Center
Windows Update
tacenter
Build 9600
H = 1 | r 3:07 PM
= ey = B o A s c B e

BblbepuTe Hy»KHOro Noab3oBaTeNA UAK rpynny, NpumeHuTe nameHeHnsa, OK->OK->Apply (MpumeHuTsb).

(] . o .
.L\ B Hawem npumepe, anssHadeHus vdi, oTob6pasaTca BCe N0/b30BaTENN M rpynnbl, cogepkawme "vdi" B CBOEM Ha3BaHMM.
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W C,| | Search Control Panel o |

System Properties

e

Computer Name I Hardware I Advanced | Remote |

Remote Desktop Users 7] x

Select Users or Groups X | Lnter

Multiple Names Found T=5Vindows Server2012R2

More than one object matched the name "vdi". Select one or more names from
this list, or, reenter the name.

out your computer

CPU @ 3.40GHz 340 GHz
Matching names:

Logon Name {pr E-Mail Address Description In Folder

v al local VDI Users

vdi01 vl @mail ru al local VDI Users available for this Display

wdi2 allocal/ VDI Users

vdi3 allocal VDI Users

vdild al local/ VDI Users '5'Change settings
%vdigmupl}‘l vdigroup01 allocal VDI Users i
E-gvdigmupl}Z vdigroup(2 al local VDI Users

x64-based processor

re License Terms

Action Cent Product [D: 00253-30000-00000-AA447 HActivate Windows
ction Center
Windows Update
tacenter
Build 9600
M s o q 3:08 PM
& o & o) | N 2 B3B8 ey

HacTponka nonutuk 6e3onacHocTtugomeHa(AD)

Ha cepBepe c posiblo AOMEH KOHTPO1epaHeobX0AMMO BbINONHUTL Cleaytoume AeicTBus.

OTkpoiite MicrosoftManagementConsole (MMC(KoHconb YnpaBneHus Microsoft)), ana storo wénkHute
npaBoi KHONKoW MeHto MycK, B OTKPbIBLUEMCS OKHE LLENKHUTE Run (BbINOAHUTB), B 0TOOPA3nBLLEMCA OKHE
HabepuTe mmc 1 Haxkmute OK.

= Run -

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,
Open: ‘ mmc W

H This task will be created with administrative privileges.

| 0K | Cancel || Browse... |

B oTo6pasmsuiemca okHe BbibepuTe File (Paiin) ->Add/RemoveSnap-in... (lo6asutb unn yaanutb
OCHacCTKy...)

"AnagauH P.A.", 2017 Ctp.9
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File | Action View Favorites Window Help - |5 %
s Mew Ctrl+N
E Open... Ctrl+0 | Acti I
Save Ctrl+5
There are no items to show in this view.
Save As... .
More Actions »
| Add/Remove Snap-in.. Ctrl+M
Options...
1 C\Windows\ 27 +
2 CA\Windowshsystem32\secpol
Exit

Enables you to add snap-ins to or remove
[ |

them from the snap-in console.

B oTob6pa3mBLIemMca OKHe BblibepuTeocHacTKy GroupPolicyManagement (YnpaBneHue rpynnosoii

nonutukoii), Haxxmute Add (fo6asutb) ->OK.B necy Hy}kHOro AomeHa Bbibepute

DefaultDomainControllersPolicy (O6beKTbl rpynnoBoi NOANTUKM).

I& File Action View Favorites Window Help

NEE
| = 0| X 6|

sole Root ~ || Default Domain Gontrollers Policy | Actions

sovp Pl Varsgemrt 502 G|t Do S | Detaut Domain Conolierspoicy  »
A Forest: virtlab.space . |
4 (5 Domains Links More Actions »

4 3 virtlab.space
i/ Basic Settings
4 CTX-FederatedAuth Policy
] CTX-Receiver
i/ Default Domain Policy
i/ Map Shares
i/ Route add
1/ Server Appearence
i/ Software Install
- VMWare - Allow USE Redirection
b 2] Domain Controllers
b 2] root
[ Group Policy Objects

Display links in this location [t spmce

The following sites. domains. and OUs are linked to this GPO:

Location - Enforced Link Enabled
Domain Contrallers No Yes

Path
virtlab space/Domain Cortrollers

1] Basic Settings

5] CTX-FederatedAuth Policy
CTX-Receiver

Default Domain Controllers Policy
Default Domain Policy

Firewall - Default

Map Shares

RDS Smart Card Policy
RemoteDesktopCredDelegation
Route add

Server Appearence

Software Install

O Ui B i i B i B

Security Fltering
The settings inthis GPO can only apply to the following groups, users, and computers

Name
82 Autherticated Ussrs

15 VMWare - Allow USB Redirection
b 5 WM Filters

[ Add |[ Bemove || Fropeies |

b (] Starter GPOs

(@ Sites

§i Group Policy Modeling

<] 1

< i >

WMI Filtering
This GPOis licked to the following WMI fiter

[fore o (o= ]

LLIEnKHUTe npaBoi KHonKow Mbiwmn noDefault Domain Controllers Policy 1 Bbibepute Edit... (M3meHuUTD...)

© "AnapauH P.4.", 2017
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Console1 - [Console Root\Group Policy Forest: virtlab. e\D i lab. e \Group Policy Objects\Default Domain Controllers Policy]
[ File Action View Favorites Window Help
sole Root ~ || Default Domain Controllers Policy Actions
proup Policy Management Scope | Detais | Settings | Delegation | Status Default Domain Controllers Policy a
%\ Forest virtlab.space ]
4 [ Domains Links More Actions »
a 33 virtlab.space Display links in this location [vittab space v
s/ Basic Settings The following sites, domains, and OUs are linked to this GPO
| CTX-FederatedAuth Palicy N
) CTX-Receiver Location Erforced  Link Enabled Path
- =1 Domain Cortrollers No Yes viriab space/Domain Cortrollers
=i Default Domain Policy
sl Map Shares
=1 Routeadd
s Server Appearence
= Software Install
-/ VMWare - Allow USB Redirection
b 2] Domain Controllers
b [E] root
4 [} Group Policy Objects _ .
1] Basic Settings " ||| security Fittering
= CTX-FederatedAuth Pelicy The settings in this GPO can only apply to the following groups, users, and computers:
|5 CTX-Receiver [ Name =
=/ Default Donf—— = Fated Users
L5/ Default Dony
-/ Firewall - D4 GPO Status 3
L] Map Shares, Back Up...
S RDSSmatd g e from Backup
| RemoteDes)
=1 Routeadd Import Settings...
L] Server Appe] Save Report...
L] Software Ins View b
, ?VVMV‘“F’:K“::" New Window from Here |
b [F) Starter GPOs New Taskpad View. - .
g Sites. ) Copy Inked to the following WMI fiter
5% Group Policy Modeling
2 Groun Palicy Results Bazm v
< Ll Rename
Open the GPO editor Refresh

_

OTkpoeTcaGroupPolicyManagementEditor (PegakTop ynpasneHua rpynnosbiMyu NOANTUKaAMM),
neperiaute B KateropntoComputerConfiguration (KoHpurypauma komnblotepa) ->Policies (Moautukm) -
>WindowsSettings (KoHdurypaumua Windows) ->SecuritySettings (MapameTpbl 6e3onacHocTH) -
>LocalPolicies (lokanbHble nonutukm) ->UserRightsAssignment (HasHaueHue npas nonb3oBateneii).

BbibeputeHacTpoiikn noantnkm AllowlogonthroughRemoteDesktopsServices (PaspewunTtb BXog B cuctemy

yepes cnyxby yaanéHHbiX paboumnx cTonos).

=] roup Poli anagement Editor -
5 Group Policy Manag t Edit -
File Action View Help
= XE= H
=/ Default Domain Controllers Policy [VSRV-DC-01.VIRTLAB.SPACE] Policy Policy * Palicy Setting ~
4 & Computer Configuration Access Credential Manager as a trusted caller Mot Defined
4[] Policies Access this computer from the network Everyone, Administrators, Authe..,
4 _ Software Settings | Act as part of the operating system Mot Defined
4 W|ndows Settings | Add workstations te domain Authenticated Users
» £ Name Resolution Policy | Adjust memory quatas for a process LOCAL SERVICE, NETWORK SER...
&) Seripts (Startup/Shutdown) | Allow log on lacally Administrators, Backup Dperato...
4 By Security Settings i Allow log on through Remote Desktop Services Mot Defined
b 35 Account Policies -~ _ . o "
= Back up files and directories Adrninistrators,Backup Operato...
4 & Local Policies Bypasst hecki E LOCAL SERVICE,NET.
b 3| Audit Policy | Bypass traverse ¢ ac. ing veryone, ‘
= | Change the system time LOCAL SERVICE, Administrators,...
= User Rights Assignment
b _"a Security Options | Change the time zone Mot Defined
b 3 Eventlog | Create a pagefile Administrators ~
b (4 Restricted Groups Create a token object Not Defined =
b 4 System Services Create global objects Mot Defined
I [ Registry | Create permanent shared objects Mot Defined
I g File System | Create symbolic links Mot Defined
I 2o Wired Network (IEEE 802.3) Policies | Debug programs Administrators
I [ Windows Firewall with Advanced Security | Deny access to this computer from the network Mot Defined
_| Network List Manager Palicies Deny log on as a batch job Not Defined
I Zaff Wireless Network (IEEE 802.11) Policies Deny log on as a service Mot Defined
I [] Public Key Palicies | Deny log on locally Mot Defined
4 - Software Restriction Policies | Deny log on through Remote Desktop Services Mot Defined
P NEtWD'k_A“ESS Dmta(t.m.n | Enable computer and user accounts to be trusted for delega..  Administrators
b [ Application Control Policies Ferce shutdown from a remote system Administrators,Server Operators
b & IP Security Policies on Active Directory (VIRTLAB.SPACE) Generate security audits LOCAL SERVICE NETWORK SER
I |~ Advanced Audit Policy Configuration - "
Impersonate a client after authentication Mot Defined
b )i Policy-based QoS | King set Not Defined
I L] Administrative Templates: Policy definitions (ADMX files) retrieved f| /Increase a process working = ° .ma
- | Increase scheduling priority Administrators
I+ || Preferences
4 4 User Configuration | Load and unload device drivers Administrators, Print Operators
b [ Policies Leck pages in memory Mot Defined
b 7] Preferences Log on as a batch job 1IS_IUSRS,Administrators,Backu...
|Leg on as a service Mot Defined
| Manage auditing and security log Administrators
< L # || 5] Modifv an obiect label Mot Defined d

MocrasbrerankyHanpotusDefinethesepolicysettings (Onpeaenntb cnepytowme napameTpbl NOAUTUKK) U
HaxmuTe AddUserorGroup ([lo6aBuTb nonb3osatens unu rpynny).
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HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI

Security Policy Setting | Explain |

3 Allow log on through Remate Desktop Services

[w]:Define these policy settings:

Add User ar Group... | | Bemove

This setting is not compatible with computers running Windows
2000 Service Pack 1 or earier. Apply Group Policy objects
containing this setting only to computers running a later version of
the operating system.

1.0
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Haxkmute Browse... (OTKpbITb...).

© "AnapauH P.4.", 2017

Allow log on through Remote Desktop Services Pr... ? 5

Security Policy Setting | Explain |

3 Allow log on through Remote Deskiop Services

[+] Define these policy settings:

|User and group names

| Add User or Group... || Remaowve |

This setting is not compatible with computers unning Windows
2000 Service Pack 1 or earlier. Apply Group Policy objects
containing this setting onby to computers running a later version of
the operating system.

OK || Cancel || Apply

1.0
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

Bbl6epMTe HYXXHOTO NO/1b30BaTENIA UK Tpynny, NpUMeHUTe NU3MeHeHUA.

Select Users or Groups 25

Multiple Names Found -

Mare than one ohject matched the name "vdi”. Select one or more names from
this list, or, reenter the name.

Matching names:

Mame Logon Mame (pr...  E-Mail Address Description In Folder

al local/ VDI Users
E) wdill wdil1 wdil 1 @mail.ru allocal VDI Users
E-_., wdil2 wdili2 allocal/ VDI Users
E-_., wdil3 wdil3 allocal/ VDI Users
2, vdind vdild al local/ VDI Users
%vdigmup{ﬂ wdigroup{1 al local VD Users
%udigmupﬂ? wdigroup 02 al local/ VD1 Users

OK || Cancsl |

3aKpowTe Group Policy Management Editor (Peaakrop ynpasnaeHua rpynnosbiMu NOAUTUKaMMU) 1 BCe
OCTa/bHble OKHa.

BbINONHWUTE Nepesarpysky.

Ha 3ToMm HacTpoiikacepsepa OKOHYeHa.

OTKNIYeHWe NapoNbHON ayTeHTUOUKaLnm

Cyw,ecTByeT BO3MOYKHOCTb OTKNHOUUTbL ayTEHTUOUKALMIO NOAb30BaTENA MO Nape SI0rMH/Napoab U 0CTaBUTb
TONbKO ayTeHTUDMKALMIO MO cepTUDUKATAM Ha I/IEKTPOHHOM Ktode. B aTom cnyyae 6e3 cmapT-KapTbl uau
USB-TokeHa JaCarta ayTeHTUGULMpOBaTbhCA ByAeT HEBO3MOXKHO.

[NnA BbINONHEHWA 3TOM HACTPOIKM HEOBXOANMMO Ha CepBepe C PObI0 AOMEH KOHTPOA/epa BbINONHUTb
cneayrolme oencrems.

OTkpoiite MicrosoftManagementConsole (MMC(KoHconb YnpaBneHus Microsoft)), ona storo wénkHuTe
NpaBoit KHOMKOM MeHIo MycK, B OTKPbIBLUEMCA OKHE LWENKHMTE Run (BbINONIHUTL), B 0TO6Pa3nBLIEMCA OKHe
HabepuTe mmc n Haxkmute OK.

=] Run -

== Typethe name of a program, folder, document, or Internet
- resource, and Windows will open it for you,

Open: mmmc v

B This task will be created with administrative privileges.

QK Cancel || Browse... |
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B CayBYy TepMUHANO0B C Ucnonb3osaHuem JaCarta PKI 1.0

B oTobpasmsluemca okHe BbibepuTe File (Paiin) ->Add/RemoveSnap-in... (o6asuTtb nnu yganutb

OCHACTKYy...)

File | Action View Favorites Window Help - || x
< Mew Ctrl+N
E Open... Ctrl+0 | Acti I

Save Ctrl+5 X o
There are no items to show in this view.

Save As...
More Actions 4

| Add/Remove Snap-in.. Ctrl+M
Options...

1 C:\Windows\sy N +

2 C:\Windows\system32\secpol
Exit

Enables you to add snap-ins to or remove them from the snap-in console,
E <
a3
= Q g

BoTobpasusluemcsiokHeBblibepuTeocHacTkyActiveDirectoryUsersandComputers (ActiveDirectory—
noab30BaTeNn U KomnbloTepbl), BbibeputeUsers (Monb3osBatenun)v ona nonb3osarteneii, KOTOpPbIM
TpebyeTca 3anpeTnTb ayTeHTUPUKALMIO NO NAPOJILO, BbibEpUTE B UX CBOMCTBAX NapameTpoB
SmartCardisrequiredforinteractivelogon (a8 uHTepakTMBHOro BXoAa B ceTb TpebyeTca cmapT-KapTa).

© "AnagauH P.4.", 2017 Crp. 15



JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

Member Of | DiglHn I Environment | Sessions
Remote control I Remote Desktop Services Profile I COM+
General I Address | Accourt | Profile | Telephones | Crganization

User logon name:
|ml:| | | @virtlab space W |

User logon name (pre-Windows 2000):
\VIRTLAB | [md |

| Logon Hours... || Log On To... |

[ Unlock account

Accourt options:

‘ [] Store password using reversible encryption
[ ] et i dieshlad

Smart card is required for interactive logon
| || Account is sensitive and cannot be delegated v

Account expires
(®) Mever
O End of. 27 anpena 2017r. ER

| ok || Cancel || Moply || Hep

Mocne BbINONHEHMA 3TUX HACTPOEK ayTeHTUdMKaLMA NoNb3oBaTeNA ByaeT BOSMOXHA TONIbKO NPU HaM4mMm
3NEKTPOHHOro Kntova JaCarta u ceptudmkaTa nosib3osatena Ha HEM. OObIYHbIV BXOA MO Napoto U IOTUHY
paboTaTb He bygerT.

HacTponKa KNneHTa

[ns ayteHTMdMKaLmMmM no cmapT-kapTam B RemoteDesktopServices co cTopoHbl KaneHTaTpebyetcs
HacTpoeHHas Ha paboTy co cmapT-KapTamu paboyas cTaHLMA. ITO MOKET 6bITb NOAHOLEHHDIN MK, HOYyTOYK
NIV TOHKMI KTMEHT.

1 .
.&.I‘Io,q,qepmmsa}onﬂ pasnunuHble TNbl OC, BKOYas Linux, a TaKKe HEKOTOPbIE CNEeLMasM3MPOBaHHbIE MPOLIMBKM TOHKUX KIMEHTOB,
Hanpumep, Dell/WyseThinOS.

HacTpoika nogpasymeBaeT yCTaHOBKY NaKeTa ApaiiBepoB M YyTUAUT ANA PaboTbl C 3NEKTPOHHbIMM KAoYamMm
JaCartau cam knmeHT gna RDP-coeanHeHnun. Bo Bcex coBpemeHHbix OC cemelictea WindowsRDP-kaneHT
BCTPOEH MO YMOJIYaHMIO, MO CYyTU OCTAETCA TO/IbKO HAaCTPOUTb APJIbIK COEAMHEHUA UM KaxKabli pa3
OTKpbiBaTb yTAMTY RemoteDesktopConnection (MoakntoueHue K yaanéHHomy pabouemy cTony)
MBBOAMTb aZpec cepBepa Bpy4Hyto. HacTpolika coeanHerns B Windows 6yaeT nokasaHo HUMKe.

B cnepytowen rnase 6yaeT onvcaH npumep HacTpoikucoegmHenma ana Windows 7 m 10.

1 “
-&Maaa MHOI'OOﬁpa?MH N Pa3pO3HEHHOCTU AaTb OAHO3HAYHYH MHCTPYKUUIO MO HAaCTPOMKe ApYrnux onepayMoHHbIX CUCTEM
HEeBO3MOXXHO, N03TOMY CnieaAyeT 3TU CUeHapnn pacCmaTpuBaTb OTAE/1bHO.
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

[lpoBepKa paboToCcnocobHOCTU

[ns nposepku paboTocnocobHOCTM pelleHns HeobXoANMMO 3anyCTUTb ABE O4HOBPEMEHHO aKTUBHbIX
ceccuu AByx pasHbix Noab3oBaTeneil. B HacToAwem npumepe 3To N0Ab30BaTe b 1 C KANEHTCKON MaLIMHOM
Windows 7 n nonb3oBaTtenb 2ckaneHTcko mawmnHon Windows 10.

Windows 7 (Monb3oBaTenb 1)

PN . o o
L2 Mepep Hayanom HacTpolikm ybeauTech B TOM, YTO YCTaHOB/EHbI Apalisepa u yTuauTbl JaCarta — "EguHbiin KnveHT JaCarta" nam

"JC-Client". Ha camom kntouelaCarta LOMKEH HAXO4UTLCA CEPTUPMKAT NOb30BaTENS,BbINYLEHHbIMMSCANO WwabnoHy "Monb3osaTenb

€O cmapT-KapToi" nnm "Bxog co cmapT-KapToi'.

HacTpoWKka noaKkntoyeHus

[na nogknioveHus K cepsepy oTKpoiTe yTuauty MoaknoueHune K yaanéHHomy pabouemy crony, ans
sToro Haxkmute MNycK -> Bce nporpammbi -> CtaHAapTHble ->logKknoueHne K yaanéHHomy pabouemy
crony.

Paint
E wordPad
| Bnoknor dshuralev
3] BeinonHute

3anuckn HokymeHTs
‘L/ 3ByKo33aNMCE

] Kanskynatop WMzo6paxenna

KomanaHan cTpoka

R Hoscruer Myseika

MaHens MaTeEMaTUHECKOrO BEOAR

n Wrpei

OAKAMIHEHWE K CETEEOMY NPOEKTORY

b Mogknreyenne K yaaneHHomy pabodemy cTor

= A A P Y Komnerotep
MoAKAKYUTE K NPoEKTOpY
Mpuetynan k pabote

|y P Manens ynpasnexns

3 MpoeoaHuk

) Uerp carxpormssun YcrpoidcTea u NnpuHTEPEI

Windows PowerShell

Mnarwetneni MK MporpammMel No YMoAYaHHD

ChysebHele

CneynankHeIE BOIMOKHOCTH Cnpaeka 1 Nogsep:#Ka

Hasaa

—_—
3asepLueHne paboTel | ¥

Bawa korma Windows He RBASeTCR NogmmHHO

- ) 1235
¢ EN . [mg U gp
ﬁ L= L
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JaCarta n Remote Desktop Services

HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI

B oTobpasuBlLemcA OKHe Bbibepute MapameTpbl.

Mepeitgnte Ha BKNaAKY JIOKanbHble pecypcbl 1 B nosie JIoKanbHble YCTPOWCTBA U pecypcbl HaXKMuTe

NoapobHee.

"AnapgauH P.4.", 2017

I' MogEnioYyeHue K YOaNEHHOMY
) pabouemy crony

Komnetotep: | eSS LS -

Momezoeatens:  ALwdill

Mp# NoaK noYeH Heofxomamo GYOST YKAsaTe YUETHRIE
AAHHBIE .

x| lNapameTpol [ (MoK oYM T ][ Cnpaeka

| MNogknioYeHre K yaaneHHOMY

: {: , pabouemy cTony

|Dﬁu.l.ue | Swpan | [loKansHeie pecypoe | [Nporpamms I Lononqurenst * | *

Y maneHHbIR SEYK
B HacTpouTe napameTpel yoaneHHoro 3eyKa.

Knaewatypa
Mcnonesoeate coveTanuA knasuw Windows:

Pty

[Tﬂ]’leﬂ B NONHO3KP3HHOM DEXMME

Mpwrep: ALT=TAB

MNoKaneHbIe YCTPOACTES M pECYDCHI

./ BoifiepuTe yoTpoicTea W pecypobl, KOTOPLIE CNeAyeT
= '.;1 WCNONB30BaTe BO BPEMA YOANEHHOMO CEaHCE.

MpuHTEREI Eytep ofmera

& MNapameTpe Moakniou s H Cnpaska

1.0
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JaCarta n Remote Desktop Services

HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI

Ecnn none CmapTt-KapTbl He OTMEYEHO, OTMETbTE ero.

B MopxnroueHme K yaaneHHoMy pabodemy ctony M

II MogEnioYyeHue K YAdNEHHOMY
) pabouemy crony

MokaneHbIE yoTpoicTEa 1 pECYpChI

BriGepiTe yCTpOACTES W pECYPCEl 3TOMD KOMMEHTEDE, KOTOPRIE
CNEgyeT MCNONB3063TE B0 BPEMA YAANEHHOrD CEaHCA.

CmapT+HapTel
] NopTe

W YeotpoiicTea

(] Opyrve nopasp#vEasMsle CaMOHACTPAWBAIDWNECA YCTPONCTES

1| 1] [ »

Kakue yoTpofcTES MOXHO MCNONBS0E3TE B0 BOEMA VIANEHHOrD CEaHCE ¥

[ oK ][ Omaera ]

CoxpaHuTe M3MEHEHMA U BbINOAHUTE NOAKAIOUYEHME K CepBepy, HaXKas MoAKNOUUTD.

"AnapgauH P.4.", 2017

| MNogKNHYeHWE K yOaneHHOoMY

E {I , pabouemy crony

Komnetomep: | IEES IR RS -

MNonmesosatens:  AlLwdill

Mpw nogrnioyeran Heofxomamo GyOeT yKasaTe yHeTHrIS
AEHHBIE.

(= MNapameTphl [ MNooKniowiTe ][ Cnpaexa

1.0
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

B oTo6pa3umBLIemca OKHe BblibepuTe YUéTHble AaHHble cMapT-KapTbl, BBeauTe PIN-koa u Haxkmunte OK.

Beeawte YUYETHRIE JaHHBIE

3TH YHETHBIE A@HHbBIE ByAyT MCNONLICEATHCA NPW NOAKMHHEHMN K
1721612199,

[pyras y4eTHan 3anuceb

vdiD?Z

YUETHEIE J3HHEIE CMAPT-KAPTE
vdil2@al.local

’ PIM-kop

[] 3anomHuTE yueTHEIE AaHHEIE
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JaCarta u Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI

1.0

Mocne ayTeHTUDUKaLMM NONAb30BaATENb NONAAET Ha CBOM BUPTYanbHbIN pabouunii cTon.

T |n¥| » Control Panel » Systemn and Security » System

v (_’,-| | Search Control Panel P |

Control Panel H . .. .
el Faneleme View basic information about your computer

@ Device Manager Windows edition

) Remote settings Windows Server 2012 R2 Datacenter

) Advanced system settings © 2013 Microsoft Corporation. All rights reserved.
System
Processorn Intel(R) Core(TM]) i7-2600 CPU @ 3.40GHz 3.40 GHz
Installed memory (RAM):  2.00 GB
System type: B4-bit Operating System, xf4-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: TS
Full computer name: TS.allocal
Computer description:

Domain: allocal
Windows activation
Windows is not activated. FRead the Microsoft Software License Terms

Product ID: 00253-50000-00000-AA442

See also
Action Center
Windows Update

=@ Windows Server2012R2

@Change settings

Activate Windows

Activate W

© "AnapauH P.4.", 2017
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

Co3faHune ApnblKka a4nAa 6bICTPOro NOAKMYEHUA

[lns Toro, uTobbl KaxAbli pa3 He BBOAMTbL aApec CepBepa Uau Apyrue HaCTPOWKM BPYUHYIO, CyLLecTByeT
BO3MOHOCTb CO34aTb AP/bIK BbICTPOro focTyna.

[na atoro, oTKpbiB MapameTpbl, NnepeiianTte Bo BKNagKy Obwee. B none MapameTpbl NogKAIOYEHUA
HaXmnte COXpaHUTb KaK...

II MogknwYyeHue K YOaNEHHOMY
') pabouemy cTony

OBwme |3|q:uE|H I MNoraneHee pecypctl I Mporpammi | HOononswrenet * |

MapameTpel Exooa

[}". BeeaTe MMA yAaNEHHOrD KOMMEOTEDS .
T

EomnetoTep: 172.16.12.199

MonezoBaTens: Alwdi02

[Mpw NoAKNHoYeHK Heofxomamo GYOeT YKa3aTe YYeTHeIE
OAHHBIE .

] Paspelum s MHE CoMpaHATE YYETHBIS OaHHGIE

MNapameaTpbl NnogknoueHA

CoxpaHeHe TEKYLLI NApaMETROE NOQKNIOYEHWA B
* ROP-+paitn v oTKpEITWE COXPaHEHHOrD NOOKNHYEHA.

[ CoxpaHWTE ] [Cn@aHuTb I{EIK...] [ OTpBIT...

(=) lNapameTpol [ Mo oK oY T J[ Crpaexa ]
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

B oTob6pasmBLIEMCA OKHE YKaXKUTe NyTb, KyAa CeayeT COXPaHUTb APAbIK BbICTPOro gocTyna.

-

B CoxpaHuTh kak

@jvlg ¢ Komnbto.. » SlokaneHei guck (C:)

YnopRgounte = Hoean nanka 4== = (7]

4 3arpyzen i Kran Jara naMeHeHnA Twn

HeaagHue mecTa I .
Perflogs 14.07.2009 6:20 Manka c «

Bl PaBouwii cton _ IR
Prograrn Files 27.03.2017 15:43 Manka c

Program Files (x86) 2017 17:50 Manka c «
- BuBnuoTekn ) I
Windows 03.2017 15:51 Manka c ¢
H Bugeo = - -
; 3 Monesceatenn 2017 12:27 Manka c
| JokymeHTsl
| MzoBpaxenna
-., Myzbika
‘M KomnbtoTep
- 4 )

Wma daiina:  sessionl

Tun daiina: | Daine yganeddex patounx croncs (F.RDP)

4 CKpbITe NankW CoxpaHuTe | | OTraeHa |

B HacToAwem npumepe paiin nomelLéH Ha pabouuii cton.
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

[Baxabl WENKHYB N0 HeMmy, cuctema nonpocut npeabasntb PIN-kog ot JaCarta.

BeeauTe YUETHBIE AdHHBIE
3TH yYETHBIE AaHHBIE By JyT MCNONE30EATECA NPW NOAKNHIYEHHN K

1721612199,
| vdio2
—_—
| [pyras yueTHas 3anncs
—
—— vdiO2
YUETHEIE J3HHEIE CMAPT-KapTh
| vdil2@al.local
\ | PIM-kop |

[] 3anomHKTE yHETHEIE 43HHBIE

| oK || Ommena
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B CayBYy TepMUHANO0B C Ucnonb3osaHuem JaCarta PKI 1.0

A nocne ayteHTUdMKaUUM NONb30BaTENb NONAAET HA CBOW BUPTYyasbHbIA pabounii cton.

T |n¥| v Control Panel » System and Security b System W C-| | Search Control Panel P |

Control Panel Home . .. .
View basic information about your computer

@ Device Manager Windows edition
@ Remote settings Windows Server 2012 R2 Datacenter
) Advanced system settings © 2013 Microsoft Corporation. All rights reserved. ==wWi nd ows Server°2012 R2
System
Processon Intel(R) Core(TM) i7-2600 CPU @ 3.40GHz 3.40 GHz
Installed memory (RAM):  2.00 GB
Systemn type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: TS @'Change settings
Full computer name: TS.allocal
Computer description:

Domain: al.local

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00233-50000-00000-AA442 Activate Windows

Seealso

Action Center

Windows Update

&- MNMonb3oBaTtenb nonagaet B Ty Xe ceccuto, us KOTOpOi;I BbllWwen B I'IpOIJJﬂbIVI pas. I'Iepe3anycxa nporpamm U npoueccos He
npoucxoaut.

Windows 10 (Monb3oBaTenb 2)

&- Mepep HayaNloM HacTPOMKK ybeauTech B TOM, YTO YCTaHOBNEHbI Apaisepa v yTuautbl JaCarta — "EauHbiii KnuenT JaCarta"unum
"JC-Client". Ha camom kntovelaCarta fOMKEH HAXOAUTLCA CEPTUPMKAT NOb30BaTeNs, BbINyLWeHHbIMMSCANO WwabnoHy "Monb3osaTeNb

€O cmapT-KapToin'" uau "Bxog, co cMapT-KapToit'.
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

HacTpoWKa noakntoyeHus

[na nogknioueHns K cepsepy oTKpoliTe yTuauty MoaknoueHue K yaanéHHomy pabouemy crony, ans
aToro Haxkmute MNycK -> Bce nporpammbl -> CTaHAapTHbIe -> NogKatoueHue K yaganéHHomy pabouemy
crony.

l CpepcTea agMMHUCTDUPOEIHM CobeimiA 1 obleHKMe PaseneqeHuA U oTabIX

. CrangaptHue — Windows _
Bca Bawa nouta B O4HOH

. - .
fé Internet Explorer cmypkbe '.‘ ( ) i

d Paint Kanenpaps Xbox Mysbika Groo... KaHo n TB

‘WordPad

2 N B B §m

BricTpan nomolls Microsoft Edge  QoTorpadum Hosocu (Bl Kanskynarcp

Obnauno

HeoscHmugs
70
MaHens MaTemMaTiueckoro EE0Aa < >

Photoshop Ex... Edipse Mana... Code Writer
MopknroYeHE K yAaneHHOMY Pa...

Monyuure
Mpourpeisarens Windows Media Office ana

ﬁ caoero m;
TenedoHa W... J

Marazun Ynyuwwre.. 0 OneNote

Cpeacrso 3anvcu AeHCTEMIA
Cpeacrso npocmoTpa XPS
Tabawua cmEONOE

____g Dakce 1 CHaHWpOBaHWE

[] Y¥nyuwwre ceoi Office

- o

B oTobpasmsluemca OKHe BbibepuTte MapameTpbl.

&5 Moakntouerue k yaaneHHomy paBodeny ctomy — >

| HO,EIKJ'IPO'-IEHME K yaaneHHoMy
) pabouemy cTtony

Komnsorep: | [EZATREAES] v]

Monesoeatens:  He sanado

TMpK Mo aKnioyeHr Heolxo MMo ByLeT yKasaTs yueTHEIE
HAHHEIS.

. * MNokasaTs napameTpel MoakniouTs Crpaeka
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JaCarta n Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI

Mepeitpnte Ha BKNaAKY JIOKanbHble pecypcbl 1 B nosie JIoKanbHble YCTPOWCTBA U Pecypcbl HaXKMuUTe

Nopgpob6Hee.

Dfuwwe  3xpad MNoKaneHeIe pecypcel

& MoaknioueHwne K yaaneHHomy pabouemy crony

[ [Noaknto4eHue K YAaneHHoMYy
») pabouemy crony

ey yoaneHHoro pabioyero cTona
a HacTpowTe NapamMeTpel 3BYKa YOANEHHOr o paboysro CcTona.
i

MapameTped...

KnaeuwaTypa
Mcnone30BaTe coveTaHWA Knasuw Windows:

T
Toneko B NONHOIKDEHHOM DEXME b=

Mpiarep: ALT+TAR

MNokaneHble YCTPOACTES W pECYPChI

/  BoifepuTe yoTpoficTEa M pecypchl, KOTOPEIE Bbl XOTHTE
| Wcnonez0BaTE BO BPEMA YOANEHHOMD CEEHCE.

MpuHTEpEI Bytep ofimeqa

| MoppofiHes... |

[~ CKpbiTb NapaMeTpe MNookniou e

Bzawmopeidictere  [ononHuTensHo

Crpaeka

Pt

"AnapgauH P.4.", 2017
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JaCarta n Remote Desktop Services

HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

Ecnn none CmapTt-KapTbl He OTMEYEHO, OTMETbTE ero.

&% Moaknrouenue k yaaneHHomy paBouenmy crony >

| Toaknto4yeHune K YaAaneHHoOMY
»*) pabouemy crony

MokKankHbIe YCTPOACTES M pECYDCHI

BrifiepuTe yoTpolCTES M pECYPCEI 3TOMD KOMMBHOTEPE, KOTOPLIE BBl
¥OTWTE WCMONES0EETE BO BPEMA YOANEHHOM D CEAHCE.

[+]CmapT+apTel
[ 1MNopte
[ ] Owckm
[ ] Opyrve nognepxveaemeie PnPyctpoicTea

Omveria

CoxpaHuTe M3MEHEHMA U BbINOAHUTE NOAKAIOYEHME K CepBepy, HaXKas MoAKNOUUTD.
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&5 Moakntouerue k yaaneHHomy paBodeny ctomy — >

f HO,EI,KJ'IPO'-IEHME K yaaneHHoMy
) pabouemy cTtony

Komnsorep: | [EZATREAES] v]

Monesoeatens:  He sanado

TMpK Mo aKnioyeHr Heolxo MMo ByLeT yKasaTs yueTHEIE
HAHHEIS.

. * MNokasaTs napameTpel MoakniouTs Crpaeka
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B oTob6pasmBLLEMCA OKHe BbibepuTe bosibluie BapUaHTOB.

© "AnapauH P.4.", 2017

besonacHocTs Windows

BEE,[I,HTE YYETHBIE AaHHbIE

JTW YUeTHbIE gaHHble ByayT MCNONL30BaTLCA NPH
nogknouseHMK K 172.16.12.1949,

Mma nonbzoeatens

Mapons

Jomen: ALADDIM

[] 3anommuTs mens

bonblue BapMaHTOB

Ok OTmeHa

1.0
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JaCarta u Remote Desktop Services HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI 1.0

B oTo6pasmBLIeMcA OKHe BbibepuTe YU&THble gaHHble CMapT-KapTbl, BBeauTe PIN-Koa u Haxkmute OK.

besonacHooTs Windows ot

BBEAHT‘E YYETHbIE AaHHbIE

3TW YUeTHbIE JaHHble ByAYT UCNOAL30BATLCA NPK
nogknoueHuK K 172.16.12.199,

vdiQ1

vdi01@al.local

YUeTHble AaHHbIE CMa PT-KapThl

IMAH-koa

[] 3anommuTs mens

bonblue BAPHUAHTOB

e Mcnonb3oBatk ApYrylo yUeTHYH 3anvch
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Mocne ayTeHTUGMKaLMM NONb30BaTENb NONAAET Ha CBOW BMPTYasibHbIN pabouunii cTo.

&8 Windows Server 2012R2

[T SRED me SN
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Co3aaHune APJiblKa ANA 6bICTpOFO noaxkno4YeHunA

[ns Toro, 4To6bl Kaxablil pa3 He BBOAUTb aApec CepBepa UK ApYyrne HaCTPOMKKU BPYYHYIO, CyLLecTsyeT
BO3MOXHOCTb CO34aTb AP/bIK 6bICTPOro AocTyna.

[na atoro, oTKpbiB MapameTpbl, NnepeiianTte Bo BKNagKy Obwee. B none MapameTpbl NogKAIOYEHUA
HaxkKmuTe COXPaHUTb KaK...\ YKaXKMUTe NyTb A1 COXPAaHEHMA Ap/bliKa BbliCTpOro goctyna.

& Moaxnrouenue k yaaneHHomy pabouemy crony - X

HOAKJ'HO‘-IEHME K yaaneHHomMy
1Y pabouemy crony

Obwwe 3kpan MMokanbHble pecypeol  Bsaumopeiictene  [ononHWTENbHO

MapameTpbi BXx0aa
P L BsemTe UMA yaaneHHOro KOMMLIOTePa.

- —

Komnsiotep:  [172.16.12.111 v|

MonezoBaTtens: ||

[Mpy noaxnioyeHm Heobxommo GyAeT yKasaTs yyeTHbIe
naHHble.

[[] Paspewnts MHe coxpaHATS yyeTHbIE AaHHbIE

MNapameTpb! noaxKnioyeHna
CoxpaHeHnue Tekylwux napameTpos noaxknioyenna 8 RDP-gain unm

i 0TKPbITUE COXP3HEHHOr 0 NOAKMIOYEHWA.

Coxparuts CoxpaHuTs Kak... OmpbiTs...

4 CkpblTe NapameTpb! Cnpaeka

B HacTosAwem npumepenosyYeHHbl ¢dana noMmeLéH Ha paboumnii cton.[Baxabl WENKHYB NO HEMY, CUCTEMa
nonpocut npeabasuTbPIN-koa ot JaCarta.

session.rdp
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HacTpoiika ayTeHTUdUKaLMK B cnyxby TepMUHANOB ¢ ucnosib3osaHnem JaCarta PKI

Bsegute PIN-kog ot JaCarta.

besonacHocTs Windows

BEE‘ﬂ,HTE YHETHbIE AaHHBbIE

2TW yueTHble gaHHble ByayT MCNOAL30BATLCA NPK
nogknousHaK Kk 172.16.12.1949,

vdiQ1
vdi01@al.local

YueTHble AaHHble CMapT-KapThl

MAH-koa

|:| 3anoMHUTE MeHA
bonklue BapMaHToOB

QK OTtmeHa
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Mocne ayTeHTUGMKaLMM NONb30BaTENb NONAAET Ha CBOI BUPTYaNbHbIM pabounii cton.

&8 Windows Server 2012R2

[T SRED me SN

1 ~ ~
& Monb3oBaTtenb NONAAAET B Ty XKe CECCUIO, M3 KOTOPOW BbILEN B NPOLbIN pas. Mepesanycka Nnporpamm 1 NpoLLeccos He
NPOUCXOAMUT.
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KOHTaKTbl, TEXHUYECKAA NoaaepHKa

Odwuc (obwme Bonpochbl)
Apapec:129226, Mocksa, ya. [lokyKuHa, a. 16, ctp. 1, komnanua "Anagavd P.A4."
TenedoHbl:+7 (495) 223-00-01 (MHorokaHanbHbIN), +7 (495) 988-46-40
dakc:+7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)
Web:www.aladdin-rd.ru

Bpemsa paboTbi:exkegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX U NPa3AHUYHbIX AHEMN

Texnogaeprka
Cny»6a TeXnoaaep KM NPMHUMAET 3anpochl TObKO B NMMCbMeHHOM BUae Yepes Web-cait:
www.aladdin-rd.ru/support/index.php

[ns onepaTMBHOro pewweHns Bawen npobaembl yKarKUTe UCNO/b3yeMblit Bamu npoayKT, ero
BEPCUIO, NOAPOOHO ONULLNTE YC/I0BUA U CLLEHAPUM NPUMEHEHUSA, MO BO3MOXKHOCTH, CHAabanTe
coobLLeHME CHUMKaMM 3KPaHa, NPMMEPaMMN UCXOLHOMO KOAaA.
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Perncrtpauma nameHeHunm

Bepcua U3meHeHuna

1.0 McxoaHaa Bepcmna AOKYMeHTa
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